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I. COPYRIGHTS ON THE INTERNET

A. Basics of Copyright Law

1. Subject Matter

Copyright protects "original works of authorship" that are fixed in a tangible form of expression.  17 U.S.C. § 102 (2000).  Copyrightable works include the following categories: 

(
literary works; 

(
musical works, including any accompanying words; 

(
dramatic works, including any accompanying music; 

(
pantomimes and choreographic works; 

(
pictorial, graphic, and sculptural works; 

(
motion pictures and other audiovisual works; 

(
sound recordings; and 

(
architectural works.

17 U.S.C. § 102.  

Several categories of subject matter are not protectible by copyright:

(
ideas;

(
procedures;

(
processes;

(
systems;

(
methods;

(
concepts;

(
principles; and

(
discoveries.

17 U.S.C. § 102.  

a. Originality

“[O]riginality is not a stringent standard . . . .”  Feist Publ’ns, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340, 362 (1991)(even a phone book may be sufficiently original for copyright protection).  Even “simple shapes, when arranged in a distinctive manner indicating some ingenuity, have been accorded copyright protection. . . .”  Atari Games Corp. v. Oman, 888 F.2d 878, 883 (D.C. Cir. 1989)(expression in audiovisual game may be subject to copyright protection).

b. Fixation

“Fixed” means “sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration.”  17 U.S.C. § 101 (Supp. III. 2003).  Whether a work is “fixed” is ordinarily not an issue.  With new technologies, questions may arise.  But nevertheless, the requisite fixation is usually found to exist:

Works that pass over the Internet are sufficiently fixed in a tangible medium of expression to be deemed protectible under the Copyright Act.  See Survey of Developments of Intellectual Property and Technology Law, Ch. 2 (“Digital Copyright Law and Litigation”) (2004).

Video games are ‘“fixed in [a] tangible medium of expression’” even though the player changes the audiovisual presentation when he or she plays the game.  Atari Games Corp. v. Oman, 888 F.2d 878, 884, n.6 (D.C. Cir. 1989) (alteration in original) (citation omitted).  

Loading the software in RAM is sufficiently “fixed” to constitute making a copy.  MAI Sys. Corp. v. Peak Computer, Inc., 991 F.2d 511 (9th Cir. 1993), cert. dismissed, 510 U.S. 1033 (1994).

c. Utilitarianism

Utilitarian matter is never copyrightable.  See, e.g., 17 U.S.C. § 102(b).  

2. The Exclusive Rights.

Copyright grants the following exclusive rights to the copyright holder: 

· reproduce the copyrighted work in copies or phonorecords;

· prepare derivative works;

· distribute copies or phonorecords (subject to first sale doctrine);

· to perform the copyrighted work publicly; and

· to display the copyrighted work publicly.

17 U.S.C. § 106 (2000 and Supp. III 2003).

Infringement means engaging in one of the exclusive rights without the copyright holder’s permission.  The copyright holder, therefore, does not really possess a monopoly with respect to the copyrighted work, but only the right to keep others from making and exploiting copies of it. 

3. Secondary Liability

A party is vicariously liable for copyright infringement if it possesses the right and ability to supervise the infringing conduct of the direct infringer, and has a direct financial interest in the infringement.  A defendant is liable for contributory infringement if it has knowledge of the infringing activity and induces, causes or materially contributes to the infringing conduct of another.  Fonovisa, Inc. v. Cherry Auction, Inc., 76 F.3d 259 (9th Cir. 1996).  

The Supreme Court has stated that intentional inducement requires the defendant to distribute a product with the object of promoting its use to infringe a copyright.  MGM v. Grokster, Ltd., 545 U.S. 913 (2005).  According to the Supreme Court, that technology is capable of a non-infringing use does not immunize the defendant from liability.  Instead, the defendant’s actual intent  must be examined.  However, mere knowledge of user’s infringement or a failure to prevent infringement does not constitute in and of itself the requisite intent to induce infringement.

B. Internet Issues

1. Websites
According to Copyright Office Circular 66, copyright protection is available for “online works.”  Copyright protection for a website may include the website’s text, graphics, script (code), data,  graphics or other audiovisual media.  

2. Computer Programs

The Copyright Office defines a “computer program” as “a set of statements or instructions to be used directly or indirectly in a computer in order to bring about a certain result.”  

A computer program is a subject to copyright protection.  See Apple Computer, Inc. v. Franklin Computer Corp., 714 F.2d 1240 (3d Cir. 1983), cert. dismissed, 464 U.S. 1033 (1984).  A computer program consists of  either source code or object code that is a form of ''literary work'' because it is ''expressed in words, numbers, or other verbal or numerical symbols or indicia . . . .” 17 U.S.C. § 101.  See also Montgomery v. Noga, 168 F.3d 1282 (11th Cir. 1999) (computer program protectible).

According to the Copyright Office, potential protection extends to expression in the computer program although ideas, program logic, algorithms, systems, methods, concepts, and layouts are never protected by copyright.

3. Linking

Hyperlinking does not itself involve a violation of the Copyright Act.  See Ticketmaster Corp. v. Tickets.Com, Inc., 54 U.S.P.Q.2d (BNA) 1344 (C.D. Cal. 2000); Kelly v. Arriba Soft Corp., 336 F.3d 811 (9th Cir. 2003)(creation and use of thumbnails in a search engine constituted a fair use).  But see Intellectual Reserve, Inc. v. Utah Lighthouse Ministry, Inc., 75 F. Supp. 2d 1290 (D. Utah 1999)(a website’s practice of advising users to link to others’ websites may constitute contributory copyright infringement); Perfect 10, Inc. v.  Google, Inc., 416 F. Supp. 2d 828 (C.D. Cal. 2006) (plaintiff proved a likelihood of success on its claims that the defendant’s search engine’s display in search results of thumbnail versions of plaintiff’s copyrighted works constituted copyright infringement and was not fair use, but plaintiff did not show that it was likely to succeed on its claims that defendant directly, contributorily, or vicariously infringed by framing and linking to full-size infringing copies of the works from other websites on the Internet).

Framing (i.e., when a website links to another site, and the second site is framed by the first website owner’s logo and/or advertisements) presents more difficult copyright issues.  See Futuredontics Inc. v. Applied Anagramics Inc., 45 U.S.P.Q.2d (BNA) 2005 (C.D. Cal. 1998), aff’d mem., 152 F.3d 925, reported in full, 1998 U.S. App. LEXIS 17012 (9th Cir. July 23, 1998 (motion to dismiss denied on the ground that the court could not determine whether the defendant’s framing constituted an unlawful derivative work, but the court also denied the plaintiff’s motion for a preliminary injunction on the ground that the plaintiff failed to demonstrate probability of success on the merits).

4. Digital Millennium Copyright Act (“DMCA”)(17 U.S.C. §512)  

a. World Intellectual Property Organization (“WIPO”) Copyright and Performances and Phonograms Treaties Implementation Act of 1998 (Title I) – Thou Shall Not Circumvent Technology That Protects Copyrighted Works

Section 103 of Title I of the DMCA added a new section to the Copyright Act, Section 1201.  Section 1201 prohibits “circumvent[ing] a technological measure that effectively controls access to a work. . . .”  17 U.S.C. § 1201 (2000).  According to Section 1201(a)(3)(B), a “technological measure” that effectively controls access is a “measure” that “requires the application of information, or a process or a treatment, with the authority of the copyright owner to gain access to the work.”  17 U.S.C. § 1201(a)(3)B).  Section 1201 also prohibits the manufacture, sale or distribution of devices that circumvent a “technological measure that ‘effectively controls access.’”   Id.
Sections 1201(a)(2)(A)-(C) describe the prohibited devices:

“[A device] primarily designed or produced for the purpose of circumventing a technological measure that effectively controls access to a work protected under this title; . . .

[A device] that has only limited commercially significant purpose or use other than to circumvent a technological measure that effectively controls access to a work protected under this title; or . . .

[A device] that is marketed by a person or another acting in concert with that person's knowledge for use in circumventing a technological measure that effectively controls access to a work protected. . . .”

Section 1201(b)(1) also prohibits the manufacturing, importing, offering to the public, providing, or otherwise trafficking in those devices that circumvent “technological measures” that protect a copyright owner’s rights.
Section 1201 also provides for several exemptions to these anti-circumvention prohibitions:

“nonprofit libraries, archives and educational institutions.” 

“law enforcement, intelligence, and other government activities.”

 “encryption research.”  

circumventing technological measures if the measures protect “personally identifying information.”  

“security testing.”  

“reverse engineering.”  

The “reverse engineering” exception is complicated.  It provides in relevant part:

“(1) … a person who has lawfully obtained the right to use a copy of a computer program may circumvent a technological measure that effectively controls access to a particular portion of that program for the sole purpose of identifying and analyzing those elements of the program that are necessary to achieve interoperability of an independently created computer program with other programs, and that have not previously been readily available to the person engaging in the circumvention, to the extent any such acts of identification and analysis do not constitute infringement under this title.

(2) … a person may develop and employ technological means to circumvent a technological measure, or to circumvent protection afforded by a technological measure, in order to enable the identification and analysis under paragraph (1), or for the purpose of enabling interoperability of an independently created computer program with other programs, if such means are necessary to achieve such interoperability, to the extent that doing so does not constitute infringement under this title.

(3) The information acquired through the acts permitted under paragraph (1), and the means permitted under paragraph (2), may be made available to others if the person referred to in paragraph (1) or (2), as the case may be, provides such information or means solely for the purpose of enabling interoperability of an independently created computer program with other programs, and to the extent that doing so does not constitute infringement under this title or violate applicable law other than this section.

(4) For purposes of this subsection, the term ‘interoperability’ means the ability of computer programs to exchange information, and of such programs mutually to use the information which has been exchanged.”  

Thus, it would appear that a person would not violate the DCMA if, when she was in lawful possession of the computer program at issue, she circumvented the program’s anti-access technology to analyze issues of its interoperability with an independently created computer program, but only if she did not have an opportunity to engage in that analysis previously and the acts of analysis did not otherwise constitute infringement or other unlawful conduct.  The exception also would appear to permit the person to develop such circumvention technology for those purposes and to share with others what she learns through the analysis for those purposes.  

However, the statute is certainly less than crystal clear and has already resulted disputes as to its construction.  See, e.g., Lexmark International v. Static Control Components, Inc., 387 F.3d 522 (6th Cir. 2004)(observing “nothing in the statute precludes simultaneous creation of an interoperability device and another computer program” and “the statute is silent about the degree to which the “technological means” must be necessary, if indeed they must be necessary at all, for interoperability”).

Other than the above exceptions, there is no other fair use defense to a violation of this portion of the DMCA.  See Universal City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d 294 (S.D.N.Y. 2000), aff’d, 273 F. 3d 429 (2d Cir. 2001).

Advisory opinions as to whether an activity would constitute unlawful anti-circumvention are difficult to obtain.  See, e.g., Edelman v. N2H2, Inc., 263 F. Supp. 2d 137 (D. Mass. 2003).

b. Online Copyright Infringement Liability Limitation Act (Title II)- Safe Harbor For Online Service Providers

Title II limits the remedies for copyright infringement by online service providers engaging in certain activities that might give rise to infringement.  Title II also authorizes a copyright owner to obtain a subpoena that requires a service provider to disclose the identity of a subscriber who is allegedly engaging in an infringing activity. 

Not only must the provider meet the definition of “online service provider” in order to qualify for Title II’s protections, but also it must adopt and implement a policy of terminating the accounts of subscribers who are repeat infringers and must accommodate and not interfere with standard technical measures. 

Although an online service provider must meet certain qualifications in order to avail itself of Title II’s protections, the provider may assert other copyright defenses, such as “fair use.” 

5. New Technologies

Disputes arise when a copyright license fails to address exploitation of the copyright in new or future technologies.  See, e.g., New York Times Co. v. Tasini, 533 U.S. 483 (2001)(publisher that published works of freelance writers in electronic databases infringed the writers’ copyrights because such publication was not authorized by the license and not privileged under 17 U.S.C. § 201(c) because the databases reproduced and distributed standalone articles); Greenberg v. Nat’l Geographic Soc’y, 244 F. 3d 1267 (11th Cir. 2001)(use of a freelancer’s photos in a digital version of the magazine constituted copyright infringement), cert. denied, 534 U.S. 951 (2001).

C. Current Events

September 2006.  Dennis Novotny and Mark Taylor d/ba ETV-Plus.com v. Michael Chapman d/b/a FV Productions, No. 3:05-cv370 W.D.N.C.:  Chapman produced instructional videos regarding hair cutting methods.  He entered into an agreement with Novotny and Taylor to convert the videos into digital format and then made them available on the Internet as downloadable streaming clips.  Two years later Chapman requested removal of the clips from the Internet because it was causing him to lose video sales. Novotny and Taylor refused claiming the video “as edited and reformatted” was their IP.  

October 2006.  Microsoft Corp. v. John Does 1-10 a/k/a “Viodentia”, No. CV06-1380, W.D. Wash.  According to Microsoft, Defendants’ software program FairUse4WM that enables users to alter or remove Microsoft’s Digital Rights Management software from Windows Media Files infringes Microsoft’s software code.

October 2006.  MGM v. Grokster, Nos. CV01-08541, 01-09923, C.D. Cal. StreamCast Networks (all other defendants settlement previously) was found liable for indirect copyright infringement (secondary liability) based on use of a peer-to-peer file-sharing software program.  According to the summary judgment opinion, internal communications from StreamCast showed an intent to target Napster users, a community well known for copyright infringement, and StreamCast also did not attempt to develop filtering tools or other means of decreasing the use of its products for infringement.

D. Best Practices

1. Ownership  

When dealing with another (e.g., an outside website designer or a joint website owner), get a written ownership agreement (i.e., who owns the copyrights, copyrights in what, etc.).  See Janes v. Watson, Civ. Act. No. SA-05-CA-0473-XR, 2006 U.S. Dist. LEXIS 59004 (W.D. Tex Aug. 2, 2006)(dispute between partners over who was the copyright holder of copyrightable aspects of a website creation tool).  Just as with licenses, remember to think of transformative works and other and new media and technologies.  If there are to be joint owners, specify what each joint owner can and cannot do and who gets the profits from exploitations.

2. Secondary Liability  

When developing a product that might be used for copyright infringement, keep in mind that communications may be used to show an intent to infringe in a future copyright infringement suit.  Pay special attention to marketing plans in this regard.  To the extent possible, keep counsel in the loop.  Among other reasons, the attorney client privilege will shield communications from discovery in a future lawsuit and will allow the developer to communicate freely with its employees.  It is more difficult to address communications with outside collaborators.  

3. DMCA  

Consider whether your business qualifies as a service provider under the DMCA.  For some of its provisions, the definition is broad –“a provider of online services or network access, or the operator of facilities therefor. . . .”  17 U.S.C. § 512(k)(1)(B) (2000).  If yes, consider whether you want to avail yourself of its safe harbor provisions.  It is technical and you must dot all “I’s and cross all “T’s.”  See Ellison v. Robertson, 357 F. 3d 1072 (9th Cir. 2004)(triable issues as to whether AOL qualified for the safe harbor protections because it forgot to give notice of its new email address for receiving DMCA notices).  Also, before responding to it, remember to consider whether a purported notice of infringement is adequate or compliant with the DCMA.  See Hendrickson v. eBay, Inc., 165 F. Supp. 2d 1082 (C.D. Cal. 2001) (notice inadequate).  The DMCA provisions are complicated and technical.  Get help from an attorney at all stages (qualifying as a provider, addressing an infringement notice or a subpoena, etc.).

4. Websites

Attempt to ensure none of the content on your website infringes the copyrights of others.  Thus, anyone who provides such content (e.g., an outside web designer) should warrant and represent to you that such content does not infringe the copyrights of others or is appropriately licensed.  Consider whether an indemnity agreement is appropriate.  Also, remember to include a copyright notice on the website to put visitors on notice of your copyright.  Consider informing the visitor in the notice what he or she is not permitted to do (e.g., individual use is permitted but no portion may be disseminated to a third party). 

5. Linking

Consider asking the linked-to site owner for permission to link to the site.   Also, consider including disclaimers on your site regarding the linked-to site (e.g., we do not endorse; we are not responsible for any materials on the linked-to site; we do not guaranty its accuracy).  Periodically, check the linked-to site to determine whether the content has not changed such that it is no longer a desirable link.  Avoid framing if possible.

6. Policing The Internet

Police the Internet for infringement of your copyrights to the extent warranted by the costs as compared to the benefits.  There are companies that provide policing  services (e.g., cyveillance.com).  However, policing the Internet is expensive so develop a cost-effective plan of attack.  There is anti-circumvention technology that can assist in the tracking of infringements, such as watermarking.  Watermarking enables the copyright owner to track the use of copyrighted material and can prevent infringement by disabling the ability to download the copyrighted work.

II. TRADE SECRETS on THE INTERNET

A. Basics of Trade Secret Law

Trade secret law is governed by state law.  Generally, a trade secret is information that derives economic value from being kept secret and is the subject of reasonable steps to maintain its secrecy and misappropriation is the use, disclosure or acquisition through improper means.

B. Internet Issue:

1. When does information lose its trade secret status by publication on the Internet.  Can you ever get the secret back in the bag?

In answering the above question, the case law seems to be mixed:

Religious Tech. Ctr. v. Netcom On-Line Communication Servs., Inc., 923 F. Supp. 1231 (N.D. Cal. 1995)(works “temporally” publically available in court files did not necessarily forfeit their trade secret status, but their presence on the Internet did). 

DVD Copy Control Ass’n. v. Bunner, 116 Cal. App. 4th 241 (2004) (information on the defendant’s website was already public knowledge and he was thus not liable for misappropriation by republishing that information).

DVD Copy Control Ass’n v. McLaughlin, No. CV 786804, 2000 WL 48512 *3 (Cal. Super. Ct. Jan. 21, 2000) (the court was “not persuaded that trade secret status should be deemed destroyed at this stage merely by posting of the trade secret to the Internet”; “such a holding would not be prudent in this age of the Internet”).  

2. The First Amendment

Injunctions issued to prevent trade secret misappropriation are subject to scrutiny under the free speech clauses of the United States and California Constitutions.  DVD Copy Control Ass’n v. Bunner,  31 Cal. 4th 864, 870 (2003).  But, as set forth below, it is not that difficult to pass a constitutional amendment muster.

The first question is whether the injunction is content-neutral or content-based.  DVD Copy Control, 31 Cal. 4th at 877.  If it is content-based, then the level of heightened scrutiny set forth in Perry Education Ass’n v. Perry Local Educators’ Ass’n, 460 U.S. 37, 45 (1983), should be used.  DVD Copy Control, 31 Cal. 4th at 877.  “For the State to enforce a content-based exclusion it must show that its regulation is necessary to serve a compelling state interest and that it is narrowly drawn to achieve that end.”  Perry, 460 U.S. at 45.

If it is content-neutral (as most trade secret injunctions will be), the standard articulated in Madsen v. Women’s Health Center, Inc., 512 U.S. 753, 765 (1994), applies.  DVD Copy Control, 31 Cal. 4th at 877.  Under the Madsen test, “‘when evaluating a content-neutral injunction . . .  [w]e must ask . . . whether the challenged provisions of the injunction burden no more speech than necessary to serve a significant government interest.’”  Id. at 880 (quoting Madsen, 512 U.S. at 765).  An injunction “properly issued under California’s trade secret law undoubtedly serves significant government interests.” Id.  In addition, assuming that the injunction is properly granted under California’s trade secret law, it will burden “‘no more speech than necessary to serve’” these significant government interests.  Id. (citation omitted).  “The mere fact that [the]. . . trade secrets may have some link to a public issue does not create a legitimate public interest in their disclosure.”  Id. at 884.

Because an injunction issued to protect a trade secret is content-neutral (i.e., because it is issued to protect a statutorily created property interest information rather than to suppress the content of the defendant’s communication), it is not a prior restraint.  31 Cal. 4th at 887.  In addition, there is no prior restraint bar where the injunction is issued based on the defendant’s prior unlawful conduct or, in the case of a preliminary injunction, the lower court’s finding that the plaintiff is likely to succeed on the merits of its misappropriation claim.  Id.  The issuance of an injunction to protect a trade secret “‘is not a case of government censorship, but a private plaintiff’s attempt to protect its property rights.’”  Id. (citation omitted).

But see Ford Motor Co. v. Lane, 67 F. Supp. 2d 745 (E.D. Mich. 1999) (although the plaintiffs showed likely violation of trade secret law, the court ruled that enjoining the defendant’s conduct would be prior restraint on speech prohibited by the First Amendment);  DVD Copy Control Ass’n v. McLaughlin, No. CV 786804, 2000 WL 48512 (Cal. Super. Ct. Jan. 21, 2000) (court issued an injunction prohibiting posting of the information, but refused to enjoin linking to sites that post it on First Amendment grounds).  Cf. Universal City Studios, Inc. v. Remerdes, 82 F. Supp. 2d 211, 53 U.S.P.Q.2d 1780 (S.D. N.Y. 2000) (court issued an injunction prohibiting linking to a trade secret program).
3. Computer Fraud & Abuse Act (“CFAA”) (18 U.S.C. 1030)

The CFAA establishes liability for unauthorized access to computers or computer networks or access to them which exceeds authorization to them.  18 U.S.C. 1030 (2000 and Supp. III 2000).  The statute appears designed to regulate and protect against computer hacking as well as computer viruses.

Thus, the CFAA can apply to misappropriation situations where computers are involved.  In this day and age of technology, it seems computers are frequently involved in misappropriation so consider the CFAA, especially if you want the litigation in federal court.  Below are some examples of CFAA-misappropriation cases:

Creative Computer v. Getloaded.com LLC, 386 F.3d 930 (9th Cir. 2004):  Defendants used the login name and password of a subscriber to the plaintiff’s website to sneak into the website.  Defendants also hired one of plaintiff’s employees who before his resignation from plaintiff’s employ downloaded confidential information which allowed him to access plaintiff’s server from home and obtain plaintiff’s customer information.

Shurgard Storage Ctrs, Inc. v. Safeguard Self Storage, Inc., 119 F. Supp. 2d 1121 (W.D. Wash. 2000):  While employed by the plaintiff, employees used the plaintiff’s computers to e-mail confidential information to the defendant.  The defendant argued that the employees were authorized to access the information in the computers when they did and thus there was no CFAA violation.  The court ruled that once the employees started to work as agents for defendant by transferring the trade secrets to the defendant, they were no longer authorized under the CFAA to access the information when they sent it.

An interesting issue in these computer-misappropriation cases is when does “hacking” cross the line from lawful reverse engineering into unlawful misappropriation?  See, e.g., United States v. Riggs, 739 F. Supp. 414, 423-24 (N.D. Ill. 1990 (discussing “innocent” hacking); DVD Copy Control Ass’n v. McLaughlin, No. CV 786804, 2000 WL 48512 (Cal. Super. Ct. Jan. 21, 2000) (cracking even a weak encryption system is misappropriation).

C. Current Events

The use allegedly illegal means to obtain information (e.g., in 2006, Hewlett Packard’s efforts to obtain the identities of the leakers, the wiretapping by LA lawyers).  In addition, in July 2006, the MPAA was accused of hacking into alleged online pirates’ email accounts to allegedly obtain confidential information and trade secrets in order to discover evidence for its copyright infringement case against the plaintiffs (who according to the MPAA’s complaint provide users with the ability to unlawfully download copies of movies and TV programs).  Justin Bunnell, v. MPAA, No. 06-3206, C.D. Cal.  The Complaint alleges violations of privacy laws and the Electronic Communications Privacy Act of 1986, and misappropriation of trade secrets.

Misappropriation by a partner in a venture.  See Janes v. Watson, Civ. Act. No. SA-05-CA-0473-xR, 2006 U.S. Dist. LEXIS 59004 (W.D. Tex. Aug. 2, 2006).  Defendant partner allegedly caused the website (which allowed customers to create their own websites) that both he and the other partners claim to own to become inaccessible to the other partners after they refused to renegotiate with him the partnership’s license to use the website.  He allegedly accessed the website to promote his own product and to divert the automatic deposits from the partnerships’ bank account.  He also allegedly appropriated the website customer list for his own benefit.  The court denied summary judgment of the trade secret claims on the ground that there were triable issues as to whether the defendant owned the copyrights.

Trade secrets are lost through website postings.  See, e.g., Roman Chariot, LLC v. JMRL Sales & Serv., Inc., Civ. Act. No. 06-626- (MLC), 2006 U.S. Dist. LEXIS 46620 (D. N.J. 2006)(trade secret injunction denied; among other reasons, the plaintiff had already posted the alleged trade secrets on its public website).  Cf. DoubleClick, Inc. v. Henderson, No. 116914/97, 1997 WL 731413 (N.Y. Sup. Ct. Nov. 12, 1997)(the general information posted on the website did not make publicly available the company specific trade secret information).
D. Best Practices:

Make sure you are using reasonable steps to protect the secrecy of your trade secrets.  E.g., appropriate ownership/confidentiality/non-compete agreements, security (including appropriate technology), education, licenses preventing reverse engineering).  Be careful about using non-compete agreements.  They are hard to enforce in some jurisdictions and may give rise to an unclean hands defense if you try to enforce your trade secret rights.

Don’t post trade secrets on your website (e.g., customer identities, products/technology under development, technical papers, etc.).  Make sure your employees and marketing personnel understand what you consider to be trade secrets.  Although it may seem counter-intuitive, education is important.  Monitor your websites to make sure there is no confidential information posted on your website.  If you must post confidential information on “private areas,” make sure appropriate technology is used to protect to information from misuse and hacking.  Consider whether any of your trade secret information is subject to discovery through reverse engineering.  Make sure your website developer understands what confidential information should not be accessible to users on your website (e.g., a computer program that allows you to conduct business online).  

Avoid transmitting confidential information via email. Specify this in confidentiality agreements to the extent possible.  If you must use email, make sure appropriate technology is used (e.g., encryption, anti-hacking technology, firewalls, passwords, anti-forwarding/printing and watermarking technology).  Instruct employees to be very careful to make sure addressees are correct.  Considering instituting a control in that regard.  In most cases, it is not the mechanics of the email transmission that pose the risk of misuse.  Instead, it is the ease with which the email can be re-transmitted to others that poses the risk.  Consider an ExtraNet-type alternative.  Considering including a “confidentiality” notice at the end of all confidential emails to put on notice those who receive such emails that they are not free to misappropriate such emails, but also consider reasons not to include such a notice (e.g., it puts recipients on notice that they have something valuable).  Moreover, such a notice probably will not save your trade secret if it is widely disseminated in the public domain.

Monitor for misappropriation.  Consider “foot-printing.”  Monitor unusual downloads by employees.  Consider anti-printing and anti-forwarding technology.  If you see evidence on the Internet, print it;  preserve evidence that could easily disappear given the transitory nature of the Internet.

Consider cutting off access to your trade secrets to anyone you feel has become a risk (e.g., a disgruntled collaborator or employee).  If you are working with a collaborator on project that involves your trade secrets, make sure you can cut off his or her access to your trade secrets and he/she cannot cut off your access if a dispute arises.  Consult a lawyer before cutting off any access, however.  Consult a lawyer before cutting off access, however.

When misappropriation or hacking is discovered, move quickly to curtail it and cut off access where appropriate.  In pursuing misappropriators and hackers, be care to make sure you do not violate trade secrecy, privacy and other laws.  Also, be careful about filing suit since it may give (i.e., through discovery) the defendant access to your confidential information that the defendant may not yet have.  Also, consider that a public suit may cause a frenzy around your trade secrets on the Internet and make them all the more viewed.  

Don’t assume civil misappropriation is your only remedy.  Consider whether the DMCA, the Copyright Act, the CFFA, the Economic Espionage Act or state criminal laws provide any useful remedies.

III.
 SEQ CHAPTER \h \r 1BLOGS AND TRADEMARKS


A.
Blogs Defined
Blogs are publications found on the internet.  They generally follow a format that is journalistic in style.  Typically postings are in reverse chronological order and deal with a wide variety of subjects including news, politics and lifestyle. The unique characteristics of the internet come into play with Blogs.  In addition to text, you may find photos, video and audio presentations (podcasts).

Blogs seem to have evolved from the bulletin boards and chat rooms of the past decade.  With the evolution of better software, faster servers, sharper graphics and all of the other attributes of the internet, Blogs have become very sophisticated platforms for promoting ideas and messages across a wide spectrum of subjects.

B.
Blogs and the Legal Standards for Trademark
Trademark protection is a creature of federal law under the Lanham Act. In the context Blogs, the initial legal questions have to do with “use in commerce.”  Congress recently passed the Trademark Dilution Revision Act of 2006 (HR683). The main thrust of this legislation is to define under what circumstances a trade name is impaired and if the holder of a trademark is entitled to injunctive relief as a result of alleged impairment to a trademark through dilution by blurring and tarnishment (Trademark Act of 1946) 15 USC § 1125(1)(c).)

Notably, the Act excludes relief for dilution as a result of “fair use” defined under the Act as parodying, criticizing or commenting upon the famous mark and all forms of news reporting and news commentary (15 USC § 1125(1)(c)(3).)

C.
A Survey of Internet Blogs
The proliferation of internet use impacts all forms of commerce.  Blogs have both commercial and non-commercial purposes.  The depiction of trademarks in Blogs may not be actionable if used in a non-commercial manner. However, there are Blogs that have commercial purposes and benefit from established trademarks to gain readership and revenue.

For instance, entering “law blog” into a search engine will bring you to the Wall Street Journal’s Blog.  This is a high-end, well financed, newsletter and media presentation. The Wall Street Journal uses all of the internet bells and whistles in its Blog. Unlike a typical newspaper or internet news site, the Blog allows for user commentary and links to the sources contained within the Blog, including photos and references to other Wall Street Journal features.

An example of a quasi commercial, quasi commentary website can be found at “mycarsucks.com.”  The site is sponsored by Lemon Law attorneys.  As the name indicates, this is a newsletter and website concerning complaints and commentary regarding motor vehicles and their manufacturers.  Another vehicle site is “fordreallysucks.com.”  This site depicts the blue, silver and white oblong emblem resembling Ford’s trademark.  In place of Ford’s name is the word “sucks.” 

Companies in the travel industry are also targeted by Bloggers seeking to express their dissatisfaction with various companies.  Typing in “ualsucks” on an internet search engine page will take the internet user to an internet site called “zadzilka.com.”  This site not only rants about United Airlines, it discusses the Blogger’s dissatisfaction with Northwest Airlines.  The “zadzilka” site provides a link to “United.com” and to the “zadzilka” homepage.

An example of a website targeting Exxon can be located again by using the word “suck” and the “Exxon” name.  This links the internet user to “ga3.org.”  The page that appears is entitled “Exxpose Exxon” using the double x found in the Exxon logo in the graphics for the word expose.  There is also a website found at www.exxposeexxon.com.  Even the web address uses the double x from the Exxon emblem.  

Proctor and Gamble is criticized at the website “p&gkills.com.”  This website uses the Crest toothpaste tube lettering and coloring to display a message that reads “Proctor & Gamble’s Cruel Animal Tests - A Brush With Death.”

McDonald’s trademark is imitated at the Mcspotlight.org website.  The well-recognized McDonald’s sign appears with the word “spotlight” in place of “Donalds.”

Famous persons and celebrities are also targeted by Bloggers.  For instance, typing in your favorite movie personality followed by the word “suck” will take you to various websites dedicated to harshly criticizing celebrities.  For instance typing in “tomcruisesucks” into an internet search engine will bring the internet user to the website “tartfromhell.com.” This site has advertising for an RV and Mobile Park in Florida. Likewise, typing in “oprasucks” will bring you to a website with various ads by Google.

Professional sports teams are also targeted by Bloggers.  Typing “raiderssuck” into an internet search engine will bring you to a site that maligns the Raider’s football organization.  

In an odd twist, typing the words “redskinssuck” into an internet search engine brings the user to a site that is a public service add by Google to solicit donations for Hurricane Katrina victims.  

D.
CONCLUSION
The use of a Blog- type presentation on the internet is another stage in the evolution of the internet.  The early Blogs and Bloggers were focused on providing a platform for non-commercial discourse on a variety of subjects. Mainline companies saw an opportunity to cash in on the fad and setup Blogs, and have integrated Blogs into their PR and advertising campaigns.  

The non-commercial Blogger may take a famous trade name and trademark and weave it into a disparaging message.  The holder of the trademark is unable to interfere with the Blogger’s First Amendment rights that allow communication using the trademarks so long as the use is not for commercial purposes.
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