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Now You See It…

Now You STILL See It!!!

KEY ISSUES IN 
E-DISCOVERY

How E-Discovery Changes 
Everything!!



Â The Background re: Electronic Discovery

Â What to about “Metadata”

Â The “Reasonably Accessible” standard under the 
Federal Rules

Â Routine good faith destruction of Electronically 
Stored Information (“ESI”)



The Background

What it‟s all about?



4 Nearly 95% of all information is stored electronically today

4 North American businesses create 3.25 trillion e-mails per year 

and create more than 90% of their information in digital form

4 Amendments to the Federal Rules affecting electronic 

discovery became effective December 1, 2006

4 The amendments are intended to cover all current types of 

computer-based information and to be flexible enough to 

encompass future changes and development.  See Advisory 

Committee Note to Rule 34.



1. Internal Hard Drives

2. Floppy Disks

3. Portable Notebooks

4. Personal Digital Assistants

5. Tape Back-Ups

6. Offsite Storage Sites

7. Mirror Sites

8.Employee Monitoring Software

9.Digital Photographs



To 
Metadata or 
Not to 
Metadata?



“Sophisticated” Definition:

ÂñStructured, encoded data that describe characteristics 
of informationïbearing entities to aid in the 
identification, discovery, assessment and management 
of the described entitiesò

Basic Definition:

ÂñData about dataò or ñinformation                              
about informationò



Most attorneys and companies use 
software such as Microsoft Word, 
Excel, PowerPoint or WordPerfect

Every time a document is created 
using these programs, the computer 
automatically creates information 
about the documents hidden to the 
reader.  This is metadata.

Metadata contains all kinds of 
information about a document 
including

Â its creator

Â names of previous authors or co-
authors

Â revisions (including text that is no 
longer visible)

Â comments, dates and time of the 
document‟s creation



Built-in document properties: 

Built-in Properties Containing Metadata: 3. 
CLEANED: 3

Author: Jane Doe

Company: XYZ Company 

Document Statistics: 

Document Statistics Containing Metadata: 6. 
CLEANED: 1

Creation Date: 9/20/2006 6:53:00 PM  CHANGED

Last Save Time: 9/20/2006 6:53:00 PM 
UNCHANGED

Time Last Printed: 9/20/2006 6:45:00 PM 
CHANGED

Last Saved By: Robert Johnson  CHANGED

Entered By: Jane Doe, Robert Johnson, Jack 
Jones, Sarah Roberts

Revision Number: 2 UNCHANGED

Total Edit Time (Minutes): 333 Minutes 
CHANGED

Custom document properties: 

Customer Document Properties: DELETED 
ITEMS: 5072 ITEMS

AdHocReviewCycleID [Underscore]: 431358208 
DELETED

EmailSubject [Underscore]: SMITH COMPANY 
DELETED

AuthorEmail [Underscore]: Jane Doe@Johnson 
Law.com DELETED

AuthorEmailDisplayName [Underscore]: Jane Doe 
DELETED

ReviewingToolsShownOnce [Underscore]: [Blank] 
DELETED

Track Changes: 

Twenty Seven Tracked Changes

Fast Saves: Fast Saves is Off

Hidden text: Hidden Text

Comments: 123 Comments

Smart Tags: Smart Tags: 15. DELETED: 15



New Rule 34(b)(ii) provides that unless the parties otherwise                                      
agree, or the Court otherwise ordersé

Â (ii) if a request does not specify the forms or forms for producing                             
electronically stored information, a responding party must produce the                         
information in a form or forms in which it is ordinarily maintained or in a                              
form or forms that are reasonably usable.

The New Federal Rules do not specifically address what to do about                  
metadata

Comments to Rule 34(b)(ii) do not address:

Â when parties cannot agree on whether metadata needs to be produced; or

Â whether the metadata can be scrubbed or otherwise deleted in the normal situation 
where searches are of the documents text or ñdataò rather than of the information 
found in metadata



Patent litigation

Wyeth produced the documents in TIFF format

Defendant wanted Wyeth‟s files in native format, 
complete with “metadata”

Wyeth argued that production of the files with metadata 
would be overly burdensome and Defendant had not 
shown a particularized need for the metadata

Court noted Defendant did not put forth any special need 
for the metadata and ordered it did not need to be 
produced



Anti-discrimination case in which Plaintiff requested 4000 
spreadsheets about candidates who were to be terminated due 
to a reduction in force

Defendants produced documents in TIFF images/documents

Plaintiff then requested electronic “active file” versions which 
would enable Plaintiffs to perform “statistical or manipulative” 
analysis

Court ordered they be produced “as maintained in the regular 
course of business in the electronic form”

Defendant produced the files and scrubbed the metadata and 
justified its action because the Plaintiff had not specifically 
requested the metadata



The Williams Court gleaned from the 
Sedona Principles for Electronic 
Document Production that metadata 
may have no evidentiary value
and that it is likely to remain the 
exceptional situation in which 
metadata must be produced.

However, the Williams Court then 
held:

Â ñé when a party is ordered to 
produce electronic documents as 
they are maintained in the ordinary 
course of business, the producing 
party should disclose the electronic 
documents with their metadata 
intact.”



Preserve metadata?

Be prepared to discuss its 
production candidly with 
other parties and the Court 
on a timely basis and with 
a particularized 
understanding of its nature 
and application in litigation.



All lawyers and companies will have to face the 
issue of metadata at some point.  Here are just 
five metadata hazards everyone should know 
about:

1) E-mail attachments:

Å recipients of documents sent in 
Word can view the documents 
metadata by clicking on ñFileò and 
selecting ñPropertiesò

2) Track changes: 

Å used by many lawyers in exchanging 
drafts of documents by using this 
feature, lawyers run a risk of 
exposing embarrassing and harmful 
information included in revisions and 
notes made to the documents initial 
draft



Â (3) Web sites:

Â by posting articles on a firm or companyôs web site, which are downloaded by a viewer, 
the viewer can discover its metadata

Â PDF documents also contain metadata

Â (4) Pleading Forms:

Â cutting and pasting text from a previous document is common practice

Â emailing or sending someone a disk with such a document, bears the risk of revealing 
the metadata of the documentôs entire history

Â (5) Spoliation:

Â one way to mitigate risk of metadata disclosure is                                                    
to use a program to scrub or remove the metadata

Â if a document is subject to discovery, scrubbing                                                
should not be done to the original file because it                                                           
can alter it permanently



Whatôs So 
Reasonable 
About It?



Growing volume of ESI brings 
extraordinary burdens and expense 
when a business is obliged to 
comply with rules governing 
discovery in the Federal Court 
system

Recent amendments to Rules 26 
and 45 specifically address 
production of ESI

The new Rules 26 and 45 seek to 
create a two-tiered system of 
discovery based on the accessibility 
of ESI:

Â that which is “reasonably 
accessible” is discoverable

Â that which is “not reasonably 
accessible” is presumed not 
discoverable



4 Rule 26 provides that parties may obtain 
discovery regarding any matter not privileged, 
that is relevant to the claim of defense of any 
party.

4 As of December 1, 2006: 

4 As amended, the new rules require 
production of all relevant non-
privileged, reasonable accessible ESI, 
both as part of initial disclosures and 
in response to document requests 
and subpoenas.

4 A party need not provide discovery of ESI 
from sources that the parties identify as not 
reasonably accessible because of undue 
burden and cost.



To evaluate accessibility, the Zubulake
Court categorized different types of 
electronic data and placed them on a 
continuum.

Most Accessible:

Â Active, Online Data

Â Near-line data

Â Offline Storage/Archives

Least Accessible:

Â Back Up Tapes

Â Erased Fragmented or Damaged Data

The Zubulake categories of ESI have 
been adopted by many commentators 
and Courts in determining what is 
reasonably accessible



The Advisory Committee recommended that the Court evaluate the 
following criteria for establishing “good cause” for producing 
inaccessible ESI:

Ç the specificity of the discovery request

Ç the quantity of information available from other and more easily 
accessed sources

Ç the failure to produce relevant information that seems likely to have 
existed but is no longer available on more easily accessed sources

Ç the likelihood of finding relevant, responsive information that cannot 
be obtained from other, more easily accessed sources

Ç predictions as to the importance and usefulness of the further 
information

Ç the importance of the issues at stake in the litigation

Ç the parties‟ resources



Under Zubulake I, cost-shifting depends on burden and 
“whether production of electronic documents is burdensome 
and expensive turns on whether it is kept in accessible or 
inaccessible format”.

In Zubulake, the Court determined that evidence on back 
up tapes should be produced even if not “accessible”, 
however,

cost-shifting appropriate with respect to “inaccessible” 
data under a seven-factor test, which was implicitly 
adopted in Rule 26(b)(2)(c).



Ç identify an electronic document team (OGC, IT, Risk 
Manager)        

Ç within the team, assign a spokesperson

Ç have a qualified backup spokesperson

Ç know your ESI geography (what, where, how)

Ç form a position on what is “reasonably accessible” by 
understanding what you have and what your systems 
are capable of

Ç determine what ESI falls into the inaccessible category

Ç develop a storage-media policy for employees

Ç evaluate the matter in which you handle privileged ESI

Ç if a third-party vendor is involved in your ESI 
architecture, consider what contractual language is 
necessary to fairly articulate each party‟s obligations 
relative to litigation

Ç if you have a right to obtain documents from third 
parties by contact or otherwise, such that the third 
party‟s documents are in your possession, custody and 
control, include those third parties in your ESI map

Ç make sure all members of the ESI team and counsel 
stay current concerning ESI issues involved in litigation



DESTROYING AND PRESERVING 
ELECTRONIC DOCUMENTS



Spoliation of evidence:

Â …is the destruction or significant alteration of evidence or the 
failure to preserve property for use as evidence in pending or 
reasonably foreseeable litigation.  West v. Goodyear Tire & 
Rubber Co., 167 F. 3d 776 (2nd Cir. 1999).

Â Between parties, the duty to preserve evidence relevant to proof 
of an issue at trial exists when the destructive party has notice of 
potential of suit.

Â The duty to preserve evidence can and does arise before suit if it 
is foreseeable that suit will be filed.

Â Scope of duty to preserve evidence, however, is not boundless.

Â It is incumbent on all parties to act reasonably under the 
circumstances.



It has long been held that once 
a party reasonably anticipates 
litigation, it must suspend its 
routine document retention and 
destruction policy and put in 
place a “litigation hold” to 
ensure preservation of relevant 
documents.

The new Federal Rules, 
prevalence of e-mail, text 
messages, other forms of 
electronic communications and 
document storage demand a 
new approach to the concept of 
a “litigation hold”.



Ç Meet with the client and become familiar with the client‟s document 
retention system and document terminology.

Ç Identify “key players” and confirm their policies on retention.

Ç Meet with IT personnel who can help with document production.

Ç Issue a thorough “litigation hold” to all employees who may have 
relevant information.

Ç Communicate with the client to monitor preservation efforts and 
periodically reissue litigation holds

Ç Take possession of data or ensure data is in a safe location.

Ç Document all the steps taken to preserve discoverable information.

Ç Meet with opposing counsel to discuss scope of electronic discovery, 
preservation efforts and production methods.



Ç Leon v. IDX Systems Corp., 464 F.3d 951 (9th Cir. 2006)

üPlaintiff ran hard drive ñwipingò program on business laptop erasing 2,200 
files; dismissal of suit as sanction entered.

Ç E*Trade Securities LLC v. Deutsche Bank AG, 230 F.R.D. 582 (D. Minn. 
2005)

ü Adverse inference instruction granted for erasure of hard drives and failure 
to preserve email backup tapes used as archive.

Ç 3M Innovative Properties Co. v. Tomar Electronics, 2006 WL 2670038 (D. 
Minn. 2006)

ü Adverse inference instruction and deeming certain facts established granted 
as sanction for failure to establish litigation hold, resulting in loss of emails.

Ç Z4 Technologies, Inc. v. Microsoft Corp., 2006 WL 2401099 (E.D. Tex. 
2006).

ü Failure to produce key email, enhanced damages in patent infringement 
action granted.



Ç Zubulake v. UBS Warburg LLC, 229 F.R.D. 422 (S.D.N.Y. 2004).

ü Deletions of emails in violation of litigation hold and own records retention 
policy; adverse inference instruction granted.

Ç Optowave Co. Ltd. v. Nikitin, 2006 WL 3231422 (M.D. Fla. 2006).

ü Adverse inference instruction recommended for reformatting of hard drives, 
erasing files and emails after notice of litigation received; defendant was 
computer expert.

Ç Ridge Chrysler Jeep, LLC v. Daimler Chrysler Services North America 
LLC, 2006 WL 2808158 (N.D. III. 2006).

ü Dismissal sanction based on willful withholding and destruction                   
of electronic records.



Under Rule 37:

Ç ñAbsent exceptional circumstances, a Court may not impose sanctions 
under these rules on a party for failing to provide electronically stored 
information lost as a result of the routine, good-faith operation of 
an electronic information systemò

Ç Key Language in Rule:                  

Ç“routine”

Ç“good-faith”

Ç ñSafe Harborò only applies to sanctions ñunder these rulesò.



Report of the Civil Rules Advisory Committee for the Judicial 
Conference of the United States (July 25, 2005) gives 
“examples” of “routine operation” as including:

Â “programs that recycle storage media kept for brief periods against 
the possibility of a disaster that broadly affects computer 
operations”

Â “automatic overwriting of information that has been „deleted‟”

Â “programs that change metadata… to reflect the latest access to 
particular…information”

Â “programs that automatically discard information that has not been 
accessed within a defined period or that exists beyond a defined 
period without affirmative effort to store it for a longer period”



The new Rule 37 applies to 
“routine operation[s] of a 
system which generally refers to 
the way in which computer 
systems are “designed, 
programmed, and implemented 
to meet the party‟s technical 
and business needs”.

The Advisory Committee Report 
refers to “programs” and to 
things that occur 
“automatically”.



Key Policies to Establish:

Â Development and documentation of a policy

Â Storage guidelines

Â Length of storage

Â Destruction policy

Â Personal use policy (i.e., prohibition of 
“sexually explicit” material or websites)

Â Printing to hard copy

Â What is stored and what is not

Â Backup drives

Â Dissemination of Policies

Â Education

Â Monitoring


