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Overcoming Objections to Digital Evidence

I.
INTRODUCTION

In an age of widespread digital technology where computers and the Internet are relied upon daily by the general population, universal guidelines governing admission of digital and computer-generated evidence at trial remain elusive.  Courts and legislatures have often failed to keep pace with rapid advances in digital technology and computer software capabilities.  Because the areas of digital and computer technology are intimately intertwined, the literature reviewing admissibility of computer-generated evidence provides appropriate guidance.  In any event, a sophisticated system of evidence presentation may incorporate both technologies.  

II. 
BACKGROUD 

A. Types of digital evidence include, inter alia: digital photographs and video recordings, spreadsheets, emails, electronic databases, instant message histories, digital audio files, internet browser histories and computer-generated exhibits tailored to litigation.  However, as digital technology continues its rapid advance, new types of digital evidence will undoubtedly be developed.

B. Categories of Computer-Generated Exhibits

1. The cases tend to group computer-generated exhibits offered as evidence into one of five categories.  See, e.g., Verizon Directories Corp. v. Yellow Book USA, Inc., 331 F.Supp.2d 136, 37-38 (E.D.N.Y. 2004): 

a. Static images 

b. Animations

c. Simulations

d. Computer models 

e. Enhanced images
2. As digital imaging and computer simulation, animation and enhancement technology converge, counsel should be familiar with the range of options available.  However, this material will focus primarily on the admission of digital product and computer-enhanced images.

C. Uses/Judicial Treatment

3. Substantive evidence particularly in cases where a party seeks to admit emails into evidence.

a. Emails have been admitted pursuant to the business records exception found in Rule 803(6) of the Federal Rules of Evidence.  However, if the contents of the emails fall within another exception, they may be admitted on that basis.  

b. However, as noted in New York v. Microsoft Corp., 2002 U.S. Dist. LEXIS 7683 at *1 (D.D.C. 2002) (unpublished), “if the source of the information is an outsider, Rule 803(6) does not, by itself, permit the admission of the business record.  The outsider’s statement must fall within another hearsay exception to be admissible because it does not have the presumption of accuracy that statements made during the regular course of business have.”
c. Emails may also be admitted as substantive evidence in criminal cases under various computer crime laws.
4. Digital evidence may be part of a larger case presentation, including computer-generated exhibits discussed in the above section.  Often these uses are treated as illustrative or demonstrative for purposes of the Federal Rules of Evidence.  Illustrative evidence is admitted solely to help the witness explain his or her testimony and “has no probative force beyond that which is lent to it by the credibility of the witness whose testimony it is used to explain.”  Carson v. Polley, 689 F.2d 562, 579 (5th Cir. 1982) (citing 22 Wright & Graham, Fed. Prac. & Pro. § 5174 p. 134 (1978)).

5.  Summaries
a. Summaries governed by Rule 1006 of the Federal rules of Evidence may be admitted as substantive evidence if the requirements of the Rule are met:  However, If the data or material that is used as the basis for a summary would not be accepted at trial (even through the testimony of an expert under Rule 703), the summary or chart itself is not admissible in evidence.  See, e.g., United States v. Pelullo, 964 F.2d 193 (3d Cir. 1992).  
b. “Pedagological” summaries can itself be admitted in evidence where the trier of fact will find it helpful and will not be unduly influenced thereby.  See, e.g., United States v. Gardner, 611 F.2d 770, 776 (9th Cir. 1980).
6. Example: the following is a description of the use of computer enhanced material at the trial of Verizon Directories Corp. v. Yellow Book USA, Inc., 331 F.Supp.2d 136, 138-39 (U.S. Dist. E.D.N.Y. 2004):

Relevant video deposition testimony is shown on the monitors and large screen.  The image of the deposition is supplemented by subtitles.  Questions by the plaintiff—and the concomitant responses are displayed in red-colored text.  Defendant’s questions and responses are shown in blue-colored text.  Documents and other data may be simultaneously shown on split screens.  The portions of the depositions relied upon and counter designations are broken up into “themes,” explained by what amount to mini-summations.
D. Concerns

1. Reliability: The use and usefulness of digital evidence has increased as the relevant technology has advanced, but concerns linger as to the reliability of such evidence.  The technology is persuasive, and with appropriate safeguards should allow counsel to effectively argue his case.
2. As juries are increasingly comprised of more computer-savvy members, they are likely to be aware of technologies permitting alteration of digital recordings.
3. In any event, where admission of digital or computer-enhanced evidence is sought, counsel must recognize that he walks a fine line between the perception of presenting evidence and creating evidence.
II.
BENEFITS

A. More Meaningful Evidence 

1. Digital imaging, typically produced with digital cameras or other recording equipment and using computer software, helps generate more meaningful evidence than traditional photographs, easels and diagrams.
2. Evidence presented in the form of digital photos, recordings and computer-enhanced images leaves a strong impression on the jury, and facilitates the truth-seeking function of the trial by visually presenting the relevant facts and circumstances clearly and concisely.  The individual preparing the digital exhibit is capable of adjusting the contrast and brightness of an image at the pixel level.  The individual can also minimize flaws in the original image that would tend to obfuscate the subject matter, and digital filters can bring out important details.
B.  In Line with Litigation Trends
1. As a practical matter, the use of digital imaging and computer enhancement is completely in accord with the widespread trend in the legal community toward electronic-based litigation.
2. A growing number of federal district courts are outfitting courtrooms with electronic technology allowing evidence to be presented to the judge and jury on flat-panel monitors placed mere inches or feet from the viewer.
C. Records storage: the storage of information on disc or hard drive allows preservation of vast data in a relatively small space.
III.
BASIC CONCERNS

B. Traditional Methods of Admissibility Inadequate in Some Cases

1. The Federal Rules of Evidence and state equivalents have not kept pace with technological innovation.
a. Generally, traditional photographs may be admitted after foundational testimony that the photo is a fair and accurate portrayal of the scene.  29A Am. Jur. 2d, Evidence 965 (2001).  However, the methods used for admissibility of traditional photographs are generally inadequate to overcome objections to the use of digital images.
b. Digital images, as opposed to traditional photographs, are highly susceptible to manipulation, as courts and juries are generally aware.  Manipulation differs from the image enhancement mentioned above in that it involves changing the elements of the original image by changing colors or moving or otherwise altering objects in the image.
c. With the appropriate equipment and software, an individual with very little training can easily manipulate digital images.  

d. Additionally, the risk of manipulation is greater with digital images because the user of a digital camera produces the finished product himself, rather than delivering film to a professional developer.
C. Practical solutions

1. Chain of custody: One method by which counsel can demonstrate that the image has not been improperly manipulated is by establishing a chain of custody.  However, this is used most frequently and successfully by law enforcement agencies, and is less likely to carry weight in other contexts.
2. Encryption: Another method is to encrypt the digital image and demonstrate the encryption to the court.
III.
FOUNDATION 

A. Introduction: Because the majority of objections to digital evidence counsel will encounter at trial will relate to the foundation for admissibility, laying the proper foundation is paramount.  While no strict formula has been adopted, several factors have been identified for admissibility of computer-generated evidence, which apply when faced with objections to digital evidence in general.
B. Factors

1. In Clark v. Cantrell, 529 S.E.2d 528 (S.C. 2000), the Supreme Court of South Carolina provided helpful guidelines for use in state courts: 

a. Authenticity under state equivalent to Federal Rule 901(b)(9)

b. Relevancy under state evidence rules

c. Fair and accurate representation of the evidence to which it relates 

d. Probative value that outweighs dangers of admission

2. Whether the digital evidence sought to be introduced is characterized as substantive, demonstrative, or otherwise, if it meets the above factors, the evidence should be admissible.
C.  Other Considerations

1. To the extent possible, counsel should ensure that the individual who testifies at trial is the person who prepared the image, animation, simulation or model and is capable of testifying in detail as to the process he or she used.  However, the proper foundation for admission may be laid by testimony from persons other than the one who took the digital photo or recording or prepared the digital evidence.
2. The person selected to testify should have some degree of computer expertise and knowledge to be examined and cross-examined about the functioning of the recording device and computer and the steps taken in producing the digital exhibit.
a. Pursuant to Rule 901(b)(9) of the Federal Rules of Evidence, authentication or identification of a process or system requires “evidence describing a process or system used to produce a result and showing that the process or system produces an accurate result.”
b. Counsel should consult state-law equivalent where appropriate.

3. Counsel must produce sufficient evidence to authenticate both the digital product and the reliability of the machine producing it.   However, courts should eventually become satisfied with the inherent reliability of digital imaging and related computer technology, relieving the proponent of digital evidence of the onus of meeting more strict foundational requirements.
D.  Admission of Digital and Computer Enhanced Images

1. The list of factors recently considered by the Connecticut Supreme Court for laying a foundation for admission of enhanced images is illustrative.  In State v. Connecticut, 847 A.2d 921, 943-45 (Conn. 2004), the Court allowed computer enhanced photos of a victim’s injury as substantive evidence where testimony was presented that:

a.  The computer equipment used was accepted as standard equipment in the field (The requirement that the equipment used to produce digital evidence be standard in the field derives from the Frye standard for admission based on scientific principles and the results of scientific tests.  Bray v. Bi-State Dev. Corp., 949 S.W.2d 93, 98 (Mo. App. 1997) (citing Frye v. U.S., 293 F. 1013, 1014 (D.C. Cir. 1923)).
b. The images were produced by a qualified computer operator.
c. Proper procedures were followed in connection with the input and output of information.
d. The software program used was reliable
2. Similarly, the proponent of unenhanced digital images in the form of photos or digital video recordings should demonstrate the following:

a. The digital recording device used was capable of supporting the proffered image

b. The device operator was competent to do so

c. No changes, additions or deletions have been made of the original images 

d. The digital image accurately portrays its subject matter.  See, e.g., State v. Prentice, 613 S.E.2d 498, 501 (N.C. App. 2005) (setting forth factors for admissibility of video evidence).
3. Review of caselaw from other jurisdictions indicates that courts stress reliability as key to any admissibility inquiry.
4. The Washington Court of Appeals adopted the Frye test of admissibility for enhanced digital images, explaining that “[b]ecause there does not appear to be a significant dispute among qualified experts as to the validity of enhanced digital imaging performed by qualified experts using appropriate software, we conclude that the process is generally accepted in the relevant scientific community.”  State v. Hayden, 950 P.2d 1024, 1028 (Wash. Ct. App. 1998).
E. Subject to Other Rules

1. In any event, counsel is reminded that proffered evidence remains subject to the requirements of Federal Rules of Evidence Rules 402 (relevancy), 403 (requiring that evidence not be unduly prejudicial), Rule 611 (giving the trial court control over presentation of evidence), 801 (precluding hearsay) or state law equivalents.
IV.
PRACTICAL CONSIDERATIONS


A.  Take the Judge and Jury through the Process
1. Where possible, counsel may wish to have the expert briefly demonstrate at trial the process by which the digital image or image enhancement was produced.  Ordinarily, this may be done using a laptop computer and projection equipment, if the courtroom is not already equipped with viewing devices for the judge and jury.
2. If the evidence consists of enhanced images, the expert may compare the enhancement to the original in front of the jury. 

a. Counsel is reminded that Rule 1001(3) of the Federal Rules of Evidence notes: “If data are stored by computer or similar device, any printout or other output readable by sight, shown to reflect the data accurately, is an original”

3. In any event, the use of proper limiting instructions should ensure that the jury considers the digital evidence in the proper manner and for the appropriate purposes.
D. Draw Comparisons to Traditional Forms of Evidence

1. Although in time it should not be necessary, counsel may consider for purposes of overcoming objections comparing the digital evidence to forms of evidence already routinely admissible, such as traditional photographs and video recordings.
E. Enhance with Care
1. Counsel should be wary of using computer programs to crop or remove objects from digital images in order to avoid objections on completeness grounds.
F. Disclosure

1. Another important consideration in overcoming objections at trial is providing disclosure to opposing counsel concerning the process and system used to produce digital exhibits.
2. Such disclosure gives opposing counsel an opportunity to prepare cross-examination and rebuttal or move for a motion in limine, reducing the need for objections and more exacting foundational testimony at trial.
3. Both the court and opposing counsel should have enough information that they feel comfortable that evidence is sufficiently trustworthy to be admitted for its substance.
G. Overcoming Unfairness Objections 

1. Objections to the use of digital and computer-generated evidence may be raised on the basis that admission of such evidence creates an uneven playing field between counsel with access to technological resources to present evidence in digital form and counsel without such resources.
2. However, this should be less of a concern as the applicable technology continues to advance and spread and costs continue to fall.  Electronic courtrooms offer the same technology for presentation of the evidence to all parties, although the initial preparation of the exhibit or image sought to be introduced must normally be done by the party using his own access to resources.
3. In any event, the trial judge’s normal discretion can be utilized to mitigate situations where parties having unequal technological resources risks an uneven playing field.  Verizon Directories Corp. v. Yellow Book USA, Inc., 331 F.Supp.2d 136, 142 (U.S. Dist. E.D.N.Y. 2004).
V.
CONCLUSION

As the U.S. District Court for the Eastern District of New York recently explained: “In light of ever-changing technology, wide ownership of personal computers, expanding use of the internet and personal digital assistant devises, among other electronic innovations, the lay person is increasingly immune to confusion by the encroachment of technology into heretofore primitive communication zones such as the jury room.”  Verizon, 331 F.Supp.2d at 142.  Keeping the above-mentioned considerations in mind, counsel should be prepared to utilize the available technology to effectively present his case, while overcoming objections to the admission of evidence prepared using such technology.
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