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Navigating in the Brave New World of E-Discovery:
Ethics, Sanctions and Spoliation

E-discovery is a fact of life in practically all litigation. Some indicate that “more than 90 percent of potentially discoverable information is generated and stored electronically” in today’s environment
. Since the new Federal Rules of Civil Procedure that address electronic discovery issues went into effect on December 1, 2006, the focus on e-discovery is only going to intensify.
Along with that amplified intensity, the potential pitfalls and issues that lawyers and their clients will face in the e-discovery arena will increase as well. The concerns that lawyers must address fall both into ethical and litigation categories. In the ethics arena, lawyers must understand their ethical obligations with respect to preservation, organization and production of a potentially unwieldy amount of electronic information. In addition, because of the nature of the material, i.e., that it is electronic
, and the sheer volume of it in many cases, lawyers and clients must determine who will be responsible for identifying and gathering potentially discoverable information and readying it for possible production. Whether that entity is the law firm, the client, or an outside vendor, there are many ethical implications of the relationship and interaction of the lawyer, the client and any outside e-discovery vendor. The fairly recent experience of the Boies, Schiller & Flexner law firm, when it was asked by its client Adelphi to withdraw from representation based on an undisclosed financial interest of a partner’s family in the outside e-discovery vendor recommended by the firm, exemplifies some of the potential issues in that area.

Another facet of the e-discovery minefield is the potential for sanctions or adverse spoliation instructions when material is not properly preserved and produced. After all, the Zubulake v. UBS Warburg LLC case, which is often mentioned in the same breath as the new federal  rules on e-discovery, was a case in which the court, due to defendant’s failure to properly fulfill electronic discovery obligations, ordered an adverse inference instruction in a case that ultimately cost the defendant twenty-nine million dollars.
 Although new Federal Rule 37(f) dictates that courts may not impose sanctions under the rules due to the “routine, good faith operation of an electronic information system” absent “exceptional circumstances,” it remains to be seen, likely on a case-by-case basis, how courts will interpret “good faith” and “exceptional circumstances.”

I.
ETHICAL CONSIDERATIONS OF E-DISCOVERY
The Model Rules of Professional Conduct begin with the admonition that “a lawyer shall provide competent representation to a client. Competent representation requires the legal knowledge, skills, thoroughness, and preparation reasonably necessary for the representation.”
 In contrast to digging through dusty boxes in a client’s warehouse, lawyers in the electronic discovery age are now tasked with determining what, short of becoming a computer engineer, allows them to fulfill their duty of competence with regard to electronic discovery issues.
As noted above, although there are many potential ethical issues, they generally fall into two broad categories. First are challenges related to making sure that documents are initially preserved, not later discarded and properly produced. The second set of challenges involves identification, organization and management of the client’s electronic litigation information. Each of those categories will be explored below.

A.
Preservation and Production
Rule 3.4 of the Model Rules for Professional Conduct provides that a lawyer shall not “unlawfully obstruct another party’s access to evidence or unlawfully alter, destroy or conceal a document or other material having potential evidentiary value. A lawyer should not counsel or assist another person to do any such act.”
 The comment to that rule makes clear that it is applicable to civil discovery and provides that the rule “applies to evidentiary material generally, including computerized information.
” In addition, Rule 3.4 provides that a lawyer shall not “fail to make reasonably diligent effort to comply with a legally proper discovery request by an opposing party.
” In the context of electronic discovery, however, questions arise about what a lawyer must do in order to comply with those principles and to make a “reasonably diligent effort” to gather responsive electronic information.
Along with the ethics rules, the Rules of Civil Procedure impose some similar discovery duties on lawyers. Rule 26(g) provides that an attorney makes a certification when she signs discovery responses.
  According to the comment, the Rule “does not require the signing attorney to certify the truthfulness of the client’s factual responses to a discovery request. Rather, the signature certifies that the lawyer has made a reasonable effort to assure that the client has provided all the information and documents available to him that are responsive to the discovery demand.”

Prior to the amendments to the Federal Rules of Civil Procedure designed to address electronic discovery issues, this principle found in the comments to Rule 26(g) was the platform for many electronic discovery opinions. One such opinion, later cited in one of the Zubulake decisions, is Metropolitan Opera Association, Inc. v. Local 100, Hotel & Restaurant Employees International Union.
  In Metropolitan Opera, the court stated: “While, of course, it is true that counsel need not supervise every step of the document production process and may rely on their clients in some respects, the rule expressly requires counsel’s responses to be made upon reasonable inquiry under the circumstances.”
 As a result of the discovery abuses in that case, the court entered judgment on liability in favor of the plaintiff and also awarded attorney’s fees to the plaintiff.
The new requirements in Rule 26(f) require parties to meet and confer as part of their initial conference regarding “any issues relating to preserving discoverable information” and Rule 26(b)(2)(B).
 Of course, Rule 26(b)(2)(B) relates to electronic information. The rule thus presumes that the parties involved in the Rule 26(f) conference will be knowledgeable about the client information systems that may be involved and may include potentially relevant and discoverable information.
Although the court decisions dwell in the realm of the rules and do not necessarily tell the story of the ethical implications for the attorneys involved, the same conduct that created issues for attorneys and clients under the rules in court could likewise create issues for an attorney under the rules of professional conduct
. Moreover, in the absence of formal ethics opinions
, court decisions in this arena are a primary source of information with regard to recommended and required steps related to electronic discovery.
Moreover, fulfillment of obligations imposed by the civil procedure rules should likewise fulfill the “competence” requirement of Rule 1. 1, as well as allowing a lawyer to fulfill his or her ethical discovery obligations under Rule 3.4. In fact, two of the Zubulake decisions, Zubulake IV and Zubulake V, are now often recognized as providing appropriate standards for an attorney’s obligations related to e-discovery.

A first step toward fulfilling electronic discovery obligations is to make sure appropriate material is preserved. The duty to preserve documents and electronic information is certainly in place when a party “reasonably anticipates litigation.”
 However, the Zubulake IV court noted that the obligation may be in place much earlier and indicated that the duty may begin when “almost everyone associated with [the eventual plaintiff] knew that she might sue the defendant company. “

When a lawyer becomes involved in the litigation, that lawyer must put a “litigation hold” in place that will supplant the client’s document destruction policies and procedures and will make sure that potentially relevant electronic data is preserved for review and possible production.
 Rather than including the obligation to preserve all documents, the Zubulake court indicated that the duty to preserve is based on “what [the preserving party] knows or reasonably should know, is relevant in the action, is reasonably calculated to lead to the discovery of admissible evidence, is reasonably likely to be requested during discovery and/or is the subject of a pending discovery request.”
 As the Zubulake decision noted, the litigation hold is not the end of a lawyer’s obligation but is rather “only the beginning.”
 The litigation hold “should be periodically re-issued” so that it remains “fresh” in the mind of all employees, including new employees.

Counsel also has a duty to become familiar with the client’s systems and with the client’s method of managing and destroying documents. As the Zubulake court noted, “counsel must become fully familiar with her client’s document retention policies, as well as the client’s data retention architecture.”
 Fulfilling this requirement “will usually entail speaking directly with key players in the litigation, as well as the client’s information technology personnel .”

The lawyer must also “communicate directly with the ‘key players’ in the litigation,” specifically including the persons identified in the party’s initial disclosures.
 Those key players “should be periodically reminded that the preservation duty is still in place.”

As a final step toward fulfilling counsel’s duties with regard to electronic discovery, counsel “must ... call for employees to produce copies of relevant electronic evidence and must arrange for segregation and safeguarding of any archival media (e.g. backup tapes) that the party has a duty to preserve.”
 The Zubulake court stated that “counsel should instruct all employees to produce electronic copies of their relevant active files.”
 In addition, “[c]ounsel must also make sure that all backup media [that] the party is required to retain is identified and stored in a safe place.”

To make sure that proper archival material is preserved, the Zubulake court suggested that, at the outset of the litigation, counsel conduct searches of the client’s system using particular key words to find materials that might be requested in or relevant to the litigation. 
Once counsel runs such a search with broad terms, those materials need not be reviewed immediately. Instead, the material can be preserved until there are document requests in the litigation and can be reviewed and produced at that time or the parties can negotiate an appropriate set of search terms that presumably would be narrower than the original set.
 

After counsel has taken these steps (likely modified as necessary to meet the needs of a particular case), the client is on notice of its discovery obligations.”
 After that point, “[i]f a party acts contrary to counsel’s instructions or to a court’s order, it acts at its own peril.”

It is worth noting that, as the Zubulake court stated, the standards for electronic discovery are continuing to evolve. In fact, although the defendant’s lawyers in that case “did not fully comply” with the required standards the court set out, the court stated that “under the standards existing at the time, counsel acted reasonably to the extent that they directed UBS to implement a litigation hold.”
 It thus seems clear that, as the standards for addressing electronic discovery continue to evolve, the requirements for managing and responding to electronic discovery in each case will likewise continue to evolve and increase.
If there is one benchmark to complying with these evolving standards, it likely is early, often and effective communication with the client. The Zubulake court reasoned, “[o]ne of the primary reasons that electronic data is lost is ineffective communication with information technology personnel.”
 It moreover found that counsel in that case had failed to adequately communicate with key players in the litigation to make sure that electronic material was preserved and produced.
 It concluded that “counsel has a duty to effectively communicate to her client its discovery obligations so that all relevant information is discovered, retained, and produced.”
 Thus, making sure to communicate fully and adequately with the client, along with developing a good understanding of the client’s technology systems, may be the best way for lawyers to try to make sure that they are keeping up with their ethical obligations related to preservation and production of electronic discovery materials.
B.
Electronic Document Management

Another aspect of electronic discovery that may prove to be rife with possible ethical issues is that of electronic document management. Because of the volume of electronic information that may be involved, especially in any complex case or with any good-sized corporate client, clients and lawyers must deal with the challenge of managing a large amount of electronic data. There are three primary approaches for dealing with that data. First, the client may choose and/or the lawyer may recommend that an outside vendor be hired to manage the client’s electronic information. Second, the law firm (or a related entity created for that purpose) may be able to address the electronic data management issues. As a third option, the client may have the ability and choose to manage the data itself. For the lawyer, there are potential ethical issues involved in each of these document management choices.

1.
Third-Party Vendors

There are numerous third-party vendors that provide document management services.
 Although having such a vendor involved may provide some added comfort about the quality and comprehensiveness of the services provided, there are also possible ethical issues lurking for the lawyers involved in the litigation. As a starting point, the lawyer is ultimately responsible for the production of the documents while the client is ultimately responsible for proper preservation of the documents. Since that is the case, the lawyer must be vigilant in monitoring and being involved with the third-party vendor related to the client’s electronic data and material.
Moreover, over time a lawyer or a law firm may become comfortable with a particular third-party vendor and may want to frequently utilize the services of that vendor. However, Model Rule 7.2 provides ethical dictates for a lawyer referring a client to a non-lawyer service provider. Although a lawyer may have an agreement with a provider to refer clients, that agreement cannot be exclusive.
 The rationale is that an exclusive referral agreement could interfere with a lawyer’s independent exercise of judgment, required under Model Rule 1.7, and might prevent the client from obtaining the most economical or best third-party services. Even a non-exclusive referral agreement could create an ethical issue if it interferes with the lawyer’s exercise of independent judgment under Rule 1.7.
Rule 5.7 dictates that a lawyer who employs a third-party vendor to provide ancillary services during litigation must communicate to the client that the communications with the third- party vendor may not be protected from disclosure.
 In matters involving issues of great sensitivity, this concern may counsel against employment of a third-party vendor for electronic data services.
In addition, Rule 1.8 mandates that, when a lawyer transacts business with a client, the lawyer must fully disclose all of the interests that the lawyer may have in the transaction.
 To the extent that referring a client to a third-party vendor could be considered a business arrangement with a client, the lawyer would need to disclose to the client the full extent of any relationship that the lawyer has with that vendor.
This is one of the issues that arose for the Boies, Schiller & Flexner law firm in the Adelphia matter in 2005. In that matter, the Boies, Schiller firm hired a third-party vendor called Amici LLC in litigation in which Boies Schiller was representing Adelphia.
 No one at Boies, Schiller had a financial interest in Amici but several of David Boies’s relatives did have an indirect financial interest in the company. When Adelphia learned about the Boies family’s interest in the company, it demanded that Boies, Schiller withdraw as counsel in the case. It also complained that Boies, Schiller should have disclosed that the founder of Amici LLC had been convicted of crimes, including overcharging clients. In addition to highlighting some of the many possible ethical pitfalls of e-discovery issues, the episode was likely very embarrassing for the firm.

2.
Lawyer-Provided Services
In other cases, the lawyer may want to provide electronic data services to the client along with legal representation services. Lawyer-provided services present another set of possible ethical issues.
First, the requirement in Rule 1.7 that a lawyer provide competent services to the client extends to the provision of law-related services. When those services are reasonably simple and non-technical, that standard is likely easily met. In contrast, though, the more technical or complex the requirements of the ancillary services needed by the client, the more difficult it may be for the lawyer to meet the “competency” standard with regard to the provisions of such services. For the same reason, before a lawyer commits to provide or undertakes such law-related services for a client, the lawyer should fully understand the requirements of the engagement for such ancillary services and should make sure that he or she is capable of “competently” providing such services.
Rule 5.7 allows lawyers to provide ancillary services to clients but provides that the Rules of Professional Conduct must be followed with regard to such services. Comment 3 to that Rule provides that the obligations of the Rule apply “[e]ven when the law-related and legal services are provided in circumstances that are distinct from each other, for example through separate entities or different support staff within the law firm.”

A lawyer providing law-related services either directly or through a related entity must also be careful to follow Rule 1.7, which requires that a lawyer engaging in a business relationship with a client provide full disclosure to the client with regard to the lawyer’s interests in the transaction.
 Moreover, Rule 1.5 dictates that a lawyer not charge the client an unreasonable fee or expense. Although a lawyer or a related entity may be in a very good position to know and provide the services that the client will need, if the client hires the lawyer to provide these services there could be issues about the charges that the client incurs for the law-related services. Especially if those charges are higher (or the client thinks they are higher) than other entities providing similar services, questions could arise as to whether the client received the best value for the money and whether the expenses incurred by the client are “unreasonable.”
To the extent that discovery disputes could require testimony from the provider of the electronic data services (and recent cases might suggest that the likelihood of such disputes is increasing along with the scope of electronic data available), a lawyer whose firm or firm-related entity is providing such services to the client could also find herself facing issues under Rule 3.7. That Rule prohibits a lawyer from serving as counsel in a case when the lawyer is “likely to be a necessary witness.”
 In addition, the lawyer would be prohibited from serving as counsel if another lawyer in the firm will be a witness if a conflict of interest would be presented. It is not too difficult to imagine a court finding that a lawyer would be in a conflict situation if electronic discovery services provided by the lawyer’s firm or a firm-related entity becomes an issue in the case.

3.
Client-Provided Services


If the client wants to provide its own electronic data services, the lawyer still has ethical considerations to address. As indicated above, the ethics rules, the rules of civil procedure and the court analysis in cases like Zubulake demonstrate that the lawyer has obligations in discovery along with the client. Although the Zubulake court noted that a “lawyer cannot be obliged to monitor her client like a parent watching a child,”
 it also stated that “counsel is responsible for coordinating her client’s discovery efforts.”
 Moreover, the lawyer is charged with providing competent legal representation and that obligation alone does not allow the lawyer to wash his hands of electronic discovery management issues simply because the client is providing the services.
In fact, depending on the client, client-provided services may provide one of the greatest challenges to the lawyer since the client may feel confident about its abilities to provide the services and may not welcome the lawyer’s involvement (or paying for that involvement) in the process. For the lawyer, however, fulfillment of his discovery and ethical obligations will require him to understand the client’s electronic information as well as its management and production of that information. Communication and understanding between the lawyer and the client at the outset that clearly define the obligations of each party may pave the way for the lawyer to have the access needed to fulfill his ethical and discovery obligations.

II.
SPOLIATION AND SANCTIONS

Another set of issues related to electronic discovery is the effect that a failure to properly preserve or produce electronic data can have in litigation. The possible effects are many but they primarily fall into the categories of spoliation and sanctions.

A.
The Spoliation Doctrine


“Spoliation” generally refers to altered or lost evidence
.   The court’s ability to sanction spoliation “arises from a court’s inherent power to control the judicial process and litigation, but the power is limited to that necessary to redress conduct ‘which abuses the judicial process’.”
 As general rule, courts mold spoliation sanctions “to serve the prophylactic, punitive, and remedial rationales underlying the spoliation doctrine.”
 Accordingly, when imposing spoliation sanctions, “the trial court has discretion to pursue a wide range of responses both for the purpose of leveling the evidentiary playing field and for the purpose of sanctioning the improper conduct.”

Determining whether the alteration or loss of evidence creates an uneven evidentiary playing field that requires leveling or constitutes misconduct that requires redress is often a fact-intensive process. As courts across the nation have been confronted with the issue in various factual contexts, it is not surprising that the case law in each jurisdiction is somewhat unique. Broad statements of law with cross-jurisdictional applicability are not readily discernable. Nonetheless, the courts do tend to follow the same general path of inquiry considering first whether there was a duty to preserve the altered or lost evidence and, if so, whether the circumstances of the case warrant sanction.
The duty to preserve is an obvious predicate to any sanction for the alteration or loss of evidence. As noted in the previous sections, when the duty to preserve attaches is not always a simple question. Certainly, the duty is likely to attach at least as early as the filing of the complaint. However, with the inquiry generally focusing on the point at which “a party reasonably should know that the evidence may be relevant to anticipated litigation,” a pre- litigation duty to preserve is often present.53

After finding that a duty to preserve existed at the time that evidence was altered or lost, the courts examine the factual circumstances to determine whether to impose sanctions and if so, what sanctions are appropriate. An instruction that the jury may draw an adverse inference from the spoliation of evidence appears to be the sanction most commonly sought by litigants for spoliation. Accordingly, the focus of the analysis in many spoliation cases is on whether an adverse inference is appropriate. In this regard, courts generally consider the following: “(1) the degree of fault of the party who altered or destroyed evidence; (2) the degree of prejudice suffered by the opposing party; and (3) whether there is a lesser sanction that will avoid substantial unfairness to the opposing party and, where the offending party is seriously at fault, will serve to deter such conduct by others in the future.”

The first two considerations go to (1) the state of mind of the party who altered or lost evidence and (2) the relevance of the evidence to the opposing party’s case. These two factors are interrelated. As the United States District Court for District of Maryland observed: “The more culpable the state of mind, the easier it is for the party seeking a spoliation adverse inference to demonstrate . . . relevance. ‘When evidence is destroyed in bad faith (i.e. intentionally or willfully), that fact alone is sufficient to demonstrate relevance. By contrast, when the destruction is negligent, relevance must be proven by the party seeking the sanctions’.”
 Not surprisingly, the fact-specific analysis of these interrelated issues has resulted in varying determinations with respect to the level of culpability required to support an adverse inference instruction. Indeed, bad faith is required in some jurisdictions but not in others. 

While an adverse inference instruction may be one of the most commonly sought sanctions, there are other sanctions available to the court. For example, rather than simply instructing the jury that it may draw an adverse inference from the spoliation, the court can instruct the jury to presume certain facts concerning the evidence or can preclude testimony on the subject of the evidence.
 Such an instruction might include adverse inferences as to the substance and credibility of expert witness testimony or preclusion of that testimony.
  An even harsher sanction – dismissal of the spoliator’s action – is available. In some jurisdictions, a dismissal may be granted when the discovering party has been greatly prejudiced even if the spoliator’s conduct was simply negligent.
 

The following cases provide a few examples of the profound consequences that may result from spoliation of electronic evidence:

•
Zubulake IV.
  This case arose out of an employment discrimination charge. Based on internal e-mail correspondence and testimony by key UBS employees, that UBS anticipated litigation even prior to Zubulake’s termination. The court concluded that it had a duty, as of that time, to preserve relevant information including e-mail correspondence. However, certain e-mails were deleted and certain back-up tapes overwitten. The court recognized that the duty to preserve the back-up tapes was a “grey area”. Therefore, the court concluded that UBS’s failure to preserve most of the tapes was negligent, but not grossly negligent or reckless. The court then put all potential litigants on notice that they have a duty to preserve certain backup tapes in particular circumstances. The court did find that UBS acted with gross negligence, if not recklessly, when it failed to preserve tapes backing-up the e-mails of a key player in the underlying termination. However, in the absence of willful conduct, the court refused to presume that the lost tapes would have supported Zubulake’s claims. Therefore, the court refused to give an adverse inference instruction. The court did require UBS to bear the costs of further depositions concerning these issues.

Later, in Zubulake V,
  during the course of the limited discovery allowed by Zubulake IV concerning the destruction of evidence, Zubulake developed evidence that additional e-mails were deleted and some were not recoverable. As noted in the prior section, the court took counsel and UBS to task for the failure to preserve evidence. The court outlined three preservation obligations for counsel: (1) issuing and periodically reissuing a litigation hold, (2) directly communicating with “employees likely to have relevant information”, and (3) instructing “all employees to produce electronic copies of their relevant active files” and ensuring “that all backup media which the party is required to retain is identified and stored in a safe place.” The court further found that UBS willfully destroyed evidence and presumed that the lost evidence was relevant. Therefore, the court granted an adverse instruction as to the deleted e-mails, particularly those permanently lost when the backup tapes were overwritten. Of note, “on April 12, 2005, the jury returned a verdict against UBS Warburg of $9.1 million in compensatory damages and about $20.2 million in punitive damages.”

·
DaimlerChrysler Motors v. Bill Davis Racing, Inc.
 Finding that Bill Davis did not willfully destroy e-mail messages that were automatically purged by its computer system, the Magistrate Judge concluded that the court could not dismiss claims and/or defenses. However, the court concluded that sanctions were appropriate even for Bill Davis’s negligent loss of evidence. Specifically, the Magistrate Judge recommended “(a) an order allowing plaintiff to present evidence of the defendant’s failure to preserve electronic data; (b) an instruction to the jury that it may presume, based upon the spoliation, that the evidence destroyed would have been favorable to plaintiff; and (c) an order permitting counsel for DaimlerChrysler Motors to argue in favor of the negative inference.”
  The Magistrate Judge also ordered Bill Davis to pay DaimlerChrysler Motor’s reasonable attorney fees and costs incurred to bring the motion for sanctions.

·
Consolidated Aluminum Corporation v. Alcoa, Inc.
 At the time that Alcoa sent a demand letter to Consolidated, Alcoa put a litigation hold on e-mails for just four individuals instructing them to place relevant e-mails into certain folders so that they would not be deleted. However, Alcoa failed to suspend its destruction policy to ensure that any relevant e-mails from the months leading up to the demand were preserved through the system’s “backup” feature. Two and a half years after sending the letter and twenty months after Consolidated filed suit, Alcoa expanded the litigation hold to include eleven others and suspended its destruction policy when it received certain discovery requests from Consolidated. The court questioned whether even this hold was adequate given that it came a few months after Alcoa identified 100 individuals likely to have discoverable information in its initial disclosures. The court found that Alcoa’s meager efforts at preservation made a finding of bad faith difficult. More importantly, the court held that Consolidated’s reliance on the time frame and individuals as evidence that the e-mails would have been relevant insufficient to establish that the lost e-mails would have supported Consolidated’s claims. Therefore, the court concluded that an adverse inference was not warranted. However, the court did determine that “Alcoa’s conduct in negligently failing to preserve electronic evidence should not go unpunished.”
  Accordingly, the court ordered Alcoa to pay the costs of re-deposing witnesses concerning evidence destruction and newly discovered e-mails. The court also allowed Consolidated to serve additional discovery as to electronic evidence Alcoa failed to preserve. Finally, the court ordered Alcoa to pay Consolidated’s reasonable costs and attorneys’ fees incurred while bringing the motion and attempting to obtain the discovery.

B.
Discovery Sanctions


In addition to the spoliation sanctions, the court may impose a variety of discovery sanctions. The most pronounced sanctions, outside of spoliation, generally occur when the court has entered order regarding electronic information and a party fails to follow that order. In such circumstances, the court may impose sanctions pursuant to Rule 37(b)(2).

Rule 37(b)(2) provides that the court may make orders “as are just” if a party fails to obey an order to provide or permit discovery including a Rule 37(a) order compelling discovery, including the production of electronic data or an order under Rule 26(f).
 Rule 37(b)(2) delineates the following potential sanctions “among others”:

(A)
An order that the matters regarding which the order was made or any other designated facts shall be taken to be established for the purposes of the action in accordance with the claim of the party obtaining the order;

(B)
An order refusing to allow the disobedient party to support or oppose designated claims or defenses, or prohibiting that party from introducing designated matters in evidence;

(C)
An order striking out pleadings or parts thereof, or staying further proceedings until the order is obeyed, or dismissing the action or proceeding or any part thereof, or rendering a judgment by default against the disobedient party;

(D) In lieu of any of the foregoing orders or in addition thereto, an order treating as a contempt of court the failure to obey any orders except an order to submit to a physical examination .... 

Rule 37(b)(2) further permits the court to award expenses and attorneys’ fees resulting from the failure to comply with a discovery order and specifically permits the court to require that the disobedient party or that party’s counsel pay the award.
When deciding motions for sanctions, courts appear to consider factors similar to those considered under the spoliation doctrine. For example, the United States District Court for the District of Maryland employed the following five factors identified by the Fourth Circuit in the context of Rule 37(c) to determine appropriate Rule 37(b)(2) sanctions for incomplete production of 80,000 e-mails well past court ordered deadlines for production and just ninety-days prior to trial: “(1) surprise to the party against whom the evidence would be offered; (2) the ability of that party to cure the surprise; (3) the extent to which allowing the evidence would disrupt the trial; (4) the importance of the discovery; and (5) the explanation of the non-disclosing party for its failure to provide the discovery.”

Indeed, these five factors go to many of the same concerns addressed by the sanctions analysis under the spoliation doctrine, including the culpability of the spoliator. Just as there is no clear-cut standard across the jurisdictions for the state of mind required to impose spoliation sanctions, the case law regarding the state of mind required to impose Rule 37(b)(2) sanctions is varied.
The following cases provide examples of the heavy sanctions a party might face pursuant to Rule 37 for contempt of a court’s document preservation or discovery production order:

•
United States v. Philip Morris USA Inc.
  This case involved what the court found to be a systemic failure to suspend Philip Morris’s policy of deleting e-mails that were over sixty days old. That failure extended over for a period of at least two years following entry of a document preservation order. Even after learning of the problem, Philip Morris continued to follow its deletion policy for at least another month. Moreover, “Philip Morris specifically identified at least eleven employees, including some holding the highest, most responsible positions in the company” who failed to follow the internal “print and retain” policy which would have preserved the e-mails lost .

The court imposed a total fine of $2,995,000.00 (based on a fine of $250,000.00 for each corporate manager and/or officer identified) and the cost of the Rule 30(b)(6) deposition on e-mail destruction for this “egregious violation” of the court’s order.
 Noting that a proportional discovery sanction could not be fashioned because it was impossible to know what value, if any, the documents had to plaintiff’s case, the court imposed the monetary fine because it found “it is essential that such conduct be deterred, that the corporate and legal community understand that such conduct will not be tolerated, and that the amount of monetary sanction fully reflect the reckless disregard and gross indifference displayed by Philip Morris and Altria Group toward their discovery and document preservation obligations.”

•
Krumwiede v. Brighton Associates, L.L.C.
 After termination, Krumwiede sued Brighton. Brighton counterclaimed and specifically demanded return of its laptop computer without alteration of its contents. Krumwiede failed to do so and the court ultimately ordered its return. Krumwiede failed to comply with the court’s order and, at a show cause hearing, the parties agreed that it be placed in the custody of Forensicon, Inc. for analysis.

Brighton subsequently moved for sanctions pursuant to Federal Civil Procedure Rules 26 and 37. The court found that Krumwiede “admittedly failed to put in place a litigation hold with respect to Brighton’s laptop computer and continued to delete, alter, modify, and access thousands of files after being put on notice that the contents of the laptop the subject of litigation. The deletion, alteration, and modification of these documents continued at least until 7 p.m. the night before Krumwiede turned Brighton’s laptop computer over to Forensicon [an independent forensic expert].”
 Finding by clear and convincing evidence that Krumwiede acted willfully and in bad faith and that the Brighton was prejudiced by the spoliation, as it would no longer be able to rely on evidence essential to its underlying claims.

The court entered default judgment on Brighton’s claims concluding that no lesser sanction would adequately address Krumwiede’s misconduct nor cure the prejudice to Brighton. The court further intended to “send a strong message to other litigants, who scheme to abuse the discovery process and lie to the Court, that this behavior will not be tolerated and will be severely sanctioned.”

It is noteworthy that the court invoked both the sanction power of Rule 37 and its inherent power. This is likely because some of Krumwiede’s acts took place prior to the order requiring production of the computer. It is not clear whether the court relied, in part, on its inherent power because it wanted to avoid determining whether Rule 37 reaches prelitigation activity or because it had determined that it did not.

•
Linnen v. A.H. Robbins Co., Inc.
 The court entered an ex parte document preservation order the day the complaint was filed. Two weeks later, the court vacated the order based on defendant Wyeth’s representations that it understood its discovery obligations and would not destroy evidence. However, Wyeth failed to suspend its computer back-up tape destruction policy until four months after the action was filed resulting in the loss of electronic information including e-mails for the three months prior to and four months following the commencement of litigation. The court refused to impose the $1,000,000.00 in monetary sanctions sought by plaintiffs finding that Wyeth was not in contempt of an explicit court order requiring preservation. The court also denied plaintiffs’ request that information concerning a broad category of communications be excluded from evidence under the spoliation doctrine. Absent more information concerning the content of the destroyed back-up tapes, the court could not define an appropriate category of evidence for exclusion. However, the court did grant an adverse inference jury instruction under the spoliation doctrine. The court also granted fees and costs related to this issue.

In addition, it is worth considering the court’s determination with respect to Wyeth’s failure to timely restore and produce other electronic back-up tapes that fell within plaintiffs’ discovery requests. The court awarded plaintiffs costs and attorneys fees related to efforts made to discover the tapes and determined that Wythe would bear the cost of any further depositions based on the untimely disclosure of the information. The court denied a motion to revoke Wyeth’s counsel’s pro hac vice admission because it could not determine whether the delay in production was attributable solely to Wyeth actions or also to its counsel’s actions. At a minimum, the case serves as a strong reminder concerning the obligation to promptly produce electronic data.

III.
CONCLUSION
As demonstrated by the materials set out above, electronic discovery presents a variety of potential ethical and litigation issues for attorneys. With the new federal rules governing e-discovery and the continual evolution of technology, lawyers and their clients will have to keep apprised of new developments in order to make sure that ethical and litigation requirements are met in each case. For the lawyer, as with many litigation issues, early and frequent communication with the client, along with learning as much as possible about sources of electronic information may prove to be the keys to successful navigation in the potential minefield of e-discovery.    
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