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I.
INTRODUCTION

On December 1, 2006, a number of amendments directed at electronic discovery under federal rules became effective. While many technology-adverse attorneys and clients regarded the advent of these rule amendments with dread, in fact, the changes to the Federal Rules of Civil Procedure may prove to be a welcome framework for the inevitable move to the discovery of electronically-stored information (“ESI”).  Intrinsic in the amendments to Rules 16 and 26 is a requirement for counsel to confer about electronic discovery issues early in the litigation, with the aim of preventing and resolving potential disputes before they occur.  This early focus on the discovery of ESI will require counsel to be familiar with the architecture of their clients’ electronic information storage systems as well as their document-retention policies, ideally before litigation arises.  The ultimate goal is to have the right information at the right time in the hands of the right people at the lowest possible cost.  To do this, counsel and the client must have in place mechanisms for the identification, location, retrieval, preservation, review, and production of ESI in a manner consistent with the new federal rules and the case law that preceded them.  
This paper will discuss best practices that companies and their outside and in-house counsel can utilize both before litigation is anticipated and after it has been initiated.  Implementing these practices requires close coordination between counsel, management, and, perhaps most importantly, information technology (IT) personnel, to achieve a thorough understanding of what kind of information is available, where it is stored, and the different ways that it can be retrieved or produced.  ESI might be located on a single laptop or over a network of desktop hard drives, multiple servers, shared files, CDs, personal digital assistants (PDAs) or back-up tapes.  Much of this potentially discoverable ESI is routinely saved, often automatically, by the systems on which it resides.  Within a single company, individual users’ practices for the retention of ESI may vary tremendously.  The adoption of the new federal rules has made it clear that the bar will be set high should a company’s electronic discovery compliance efforts be subjected to a court’s scrutiny.  With that in mind, best practices must begin before litigation is anticipated.

II.
PRE-LITIGATION PRACTICES:  Developing a Document Retention Policy

The company must have a generally applicable document-retention policy that establishes a protocol for saving and discarding documents – including ESI – received or created in the ordinary course of business.  Companies with existing document retention policies should review their policies and revise them, as needed, to address the retention and destruction of ESI.  A well-developed and consistently enforced document retention policy will greatly facilitate the search for and retrieval of relevant information that must be produced in discovery, while permitting the destruction of documents, in the ordinary course, when they need not be retained for business or regulatory purposes.

Development of an appropriate retention policy for ESI will require the input of those who are most familiar with the company’s recordkeeping and computer systems, including IT, records management, human resources and various business units.  The charge of this team should be:
· To create an IT architectural map illustrating the locations of various ESI.

· To identify procedures in place or automatic processes through which ESI is routinely destroyed and the frequency of destruction.

· To assure that these routine destruction practices comply with the company’s business purposes, as well as any statutory or regulatory requirements applicable to the business.

· To formalize the document retention policy and assure that it is disseminated to department heads, executive level employees, and all staff who handle daily procedures that affect the creation and retention of ESI.

· To identify an ESI records custodian as the individual who can explain, document, and account for the company’s document retention procedures, if needed in the course of litigation.

· It goes without saying that having developed an appropriate document retention policy, the company must then implement it.  Having a retention policy that is not followed is worse than having no policy at all.  It gives opposing counsel a road map of what the company itself believed it was required to do to comply with legal and regulatory requirements.  When a company fails to follow its own protocols, negative inferences are drawn that may have little to do with the merits of the company’s defenses.  Accordingly, once the document retention policy has been reviewed, revised as needed, and formalized, a company must then:

· Develop a structured training program;

· Ensure that stored data is accessible;

· Audit for compliance on a regular basis;

· Update the policy to accommodate new types of records or changes in retention requirements;

· Develop a litigation response plan to identify documents that need to be subject to a litigation hold.

· Identify an E-discovery team responsible for implementing the litigation response plan once litigation is anticipated.
III.
WHEN LITIGATION IS ANTICIPATED:  Preserving Appropriate Data

A party’s obligation to preserve evidence, including electronic data, “arises when the party has notice that the evidence is relevant to the litigation or when a party should have known that the evidence may be relevant to future litigation.  Fujitsu Ltd. v. Federal Express Corp., 247 F.3d 423, 436 (2d Cir. 2001).  In Zubulake v. UBS Warburg LLC, 229 F.R.D. 422 (S.D.N.Y. 2004) (“Zubulake V”), Judge Shira Scheindlin imposed significant sanctions against the employer defendant and its counsel for the deletion of emails after counsel’s issuance of a “litigation hold” advising UBS employees to retain pertinent ESI and for the late production of other relevant ESI.  
As a general rule, a business should preserve all documents that are necessary for the day-to-day operations or required to be preserved by applicable statutes or regulations.  It is a bad idea to “just save everything,” as this hinders the identification, location and retrieval of relevant and necessary ESI.  Indeed, an appropriate document retention policy should clarify that unnecessary records will be purged at stated intervals, and this scheduled and routine destruction of documents should be consistently enforced.  

On the other hand, when litigation is reasonably anticipated or threatened, a different protocol must be followed.  At this juncture, a company is under a duty to suspend its routine document retention / destruction policy and put in place a litigation hold to ensure the preservation of information that it knows or reasonably should know is relevant to the action, reasonably calculated to lead to the discovery of admissible evidence, reasonably likely to be requested during discovery, and/or the subject of a pending discovery request.  Internal and external litigation hold notices are useful tools to advise the appropriate personnel of the potential for litigation, the duty to suspend destruction of data, and the identification of the types of data that should be preserved.  Sample internal and external litigation hold notices are attached as appendices to this paper.

The duty to preserve arises when a party reasonably should know that evidence may be relevant to anticipated litigation or when a litigation hold notice is received, whichever is earlier.  At that point, outside counsel, working with in-house counsel and the litigation response team should:

· Identify material that must be preserved and the custodians of that material.  This may require interviews of potentially relevant IT personnel and company system users.

· Identify the systems, contents, and date range for relevant ESI.

· Issue an internal hold notice to all custodians of relevant information so that they know what to preserve and how.
· Clearly communicate the preservation duty to key employees and the consequences of a failure to preserve.

· Investigate relevant back-up systems (archives, tapes, etc.) to determine whether back-up tapes are maintained for disaster recovery purposes only and whether they are “recycled” in the ordinary course.

· Implement technological tools such as document management systems, archives, separate servers, etc. to enhance the ability to preserve relevant ESI.

· Document and be able to articulate the good faith efforts for the preservation and collection of accessible ESI, as well as follow-up measures to ensure compliance.

· Oversee compliance and monitor the company’s efforts to retain and produce relevant ESI.

· Establish periodic audit procedures to ensure that the litigation hold is being followed.

· Devise and implement a reminder process to relevant IT personnel and business users that will be followed over the life of the litigation.

· Notify IT and relevant business users when the case is ended, remove the litigation hold, and allow the company’s normal document retention policy to be resumed.
IV.
PENDING LITIGATION

A.
Rule 16 and 26(f) Conferences

Litigation has been filed and, through the efforts of outside and in-house counsel, appropriate internal litigation hold notices have gone out to all relevant business users, IT and recordkeeping personnel.  It is now time for counsel to avail themselves of the changes in the federal rules to anticipate and hopefully avoid disputes concerning electronic discovery.

The changes to Rule 16 provide the parties and the court with an opportunity to discuss and agree on a resolution of anticipated electronic discovery issues at the earliest stages of litigation.  Rule 16(b)(5) states that an initial scheduling order may include “provisions for disclosure or discovery of electronically stored information.”  The comment to Rule 16(b)(5) clarifies that it is “designed to alert the court to the possible need to address the handling of discovery of electronically stored information early in the litigation if such discovery is expected to occur.

More specifically, Rule 16(b)(6) provides that the scheduling order may include “any agreements the parties reach for asserting claims of privilege or of protection as trial preparation material after production.”  The comments illustrate that this rule anticipates non-waiver agreements and agreements to minimize the cost and extent of privilege review.

Similarly, the changes to Rule 26(f) will require a discussion of issues surrounding discovery of ESI that, like the changes to Rule 16, are aimed at avoiding disputes before they arise.  The rule mandates that “any issues relating to preserving discoverable information,” including the form of production of ESI in claims of privilege, be discussed.  The comments to Rule 26(f) suggest discussion of additional topics including the time period for which discovery will be sought, the sources of ESI to be searched, the accessibility of information, and the burden or cost of receiving and reviewing ESI.  

Counsel should take the opportunities presented by the changes to Rule 16(b) and 26(f) to take the ESI discovery bull by the horns.  At a minimum, these early discussions should address the topics identified in Rule 26(f) and in the comments to that Rule.  Counsel should make every effort to reach agreement at this early point in the case on the sources of ESI that will be searched, what ESI is and is not reasonably accessible, and the date range that is relevant.

Because the production of ESI may often lead to inadvertent production of privileged documents (even despite a careful privilege review), counsel should also discuss agreed-upon procedures for addressing post-production assertions of privilege.  Rule 26(b)(5)(B) allows a disclosing party to notify the receiving party of the inadvertent disclosure within a reasonable time after production.  Such notification thereafter requires the receiving party to return, sequester or destroy the information and not further disseminate it.  When properly documented, it is fair to assume that these so-called “claw back” agreements will be enforced by federal courts.
B.
Disclosures of the Existence of ESI

Initial disclosures under Rule 26(a)(1) will be required to include “a copy of, or a description by category and location of, all documents, electronically stored information, and tangible things that are in the possession, custody or control of the party and that the disclosing party may use to support its claims or defenses.”  Compliance with this rule will require counsel to have pre-existing knowledge or become quickly familiar with a client’s ESI architecture. 

Additionally, Rule 26(b) differentiates between discovery of ESI that is reasonably accessible and ESI that is “not reasonably accessible.”  A responding party need not produce ESI from sources identified as not reasonably accessible because of undue burden or cost.  However, counsel for the responding party must provide the court and opposing counsel with enough information to evaluate the burdens and cost of providing the discovery.  See Committee Note, FRCP 26(b).  Counsel should be prepared to produce an affidavit from the company’s IT manager or other appropriate witness if there is a challenge to the claim of inaccessibility.

If a party is ordered to produce inaccessible ESI, counsel should request that the court impose limitations or conditions on the production, including a requirement that the requesting party pay for part or all of the reasonable costs of obtaining the information.  These “ cost shifting” provisions were utilized by the court in Zubulake and take into account the parties’ respective resources.

Counsel should maintain a chain of custody log to document how information was gathered, analyzed and preserved for production.  This documentation may be used to demonstrate the reasonableness of the search and the integrity of the information that has been preserved for production.

Counsel and the client may want to consider the retention of an outside expert who can facilitate and verify the processes followed to locate, preserve and produce relevant ESI.
C.
Form of Production

The new rules encourage parties to discuss the form of production early in the discovery process.  They also require initial disclosures of the existing sources and form of relevant ESI.  The amended Rule 34(b) will permit the requesting party to specify the form in which electronic information is to be produced and will permit the responding party to object to the requested form.  If the requesting party does not specify a form, if the parties do not agree to a particular form, and if the court does not order one, the producing party can produce the information in either: (1) the form in which it is ordinarily maintained, or (2) in an electronically searchable form.  A party need not produce the same electronically stored information in more than one form.  It is important to note, however, that it is generally insufficient to simply print the ESI and produce it in hard copy.

The comments to Rule 34(b) make clear that, in a written response to the production request, the responding party must state the form in which it intends to produce ESI if the requesting party does not specify a form or if the responding party objects to the form specified.  Ideally, this issue would have been discussed between the parties at the Rule 16(b) or 26(f) conference.  Counsel should be cautious about producing ESI in a form of its choice without identifying that form in advance, as the client may then be required to produce some or all of the information in an additional form.
D.
CONCLUSION

Despite the trepidation of counsel, the amendments to the federal electronic discovery rules went into effect on December 1, 2006.  The implementation of the federal rules amendments has led a number of states to consider adopting some form of those rules to promote intra-state uniformity.  Keeping abreast of the new rules as they become effective and developing an understanding of your clients’ ESI systems will be essential for the effective representation of corporate clients.  Outside and in-house counsel can be proactive in laying the ground work for an efficient response to electronic discovery requests by learning the company’s IT systems, identifying key custodians of ESI, and developing a plan for the preservation and retrieval of electronic information before litigation ensues.

E-DISCOVERY AMENDMENTS TO 
THE FEDERAL RULES OF CIVIL PROCEDURE

Rule 16.  Pretrial Conferences; Scheduling; Management

* * * * *

(b)
Scheduling and Planning.  Except in categories of actions exempted by district court rule as inappropriate, the district judge, or a magistrate judge when authorized by district court rule, shall, after receiving the report from the parties under Rule 26(f) or after consulting with the attorneys for the parties and any unrepresented parties by a scheduling conference, telephone, mail, or other suitable means, enter a scheduling order that limits the time

(1)
to join other parties and to amend the pleadings;

(2)
to file motions; and

(3)
to complete discovery.

The scheduling order also may include

(4)
modifications of the times for disclosures under Rules 26(a) and 26(e)(1) and of the extent of discovery to be permitted;

(5)
provisions for disclosure or discovery of electronically stored information;

(6)
any agreements the parties reach for asserting claims of privilege or of protection as trial-preparation material after production;

(7)
the date or dates for conferences before trial, final pretrial conferences, and trial; and

(8)
any matters appropriate in the circumstances of the case.

The order shall issue as soon as practicable but in any event within 90 days after the appearance of a defendant and within 120 days after the complaint has been served on a defendant.  A schedule shall not be modified except upon a showing of good cause and by leave of the district judge or, when authorized by local rule, by a magistrate judge.

* * * * *

Rule 26.  General Provisions Governing Discovery; 

Duty of Disclosure

(a)
Required Disclosures; Methods to Discover Additional Matter.

(1)
Initial Disclosures.  Except in categories of proceedings specified in Rule 26(a)(1)(E), or to the extent otherwise stipulated or directed by order, a party must, without awaiting a discovery request, provide to other parties:

(A)
the name and, if know, the address and telephone number of each individual likely to have discoverable information that the disclosing party may use to support its claims or defenses, unless solely for impeachment, identifying the subjects of the information;

(B)
a copy of, or a description by category and location of, all documents, electronically stored information, and tangible things that are in the possession, custody, or control of the party and that the disclosing party may use to support its claims or defenses, unless solely for impeachment;

* * * * *

Rule 26.  General Provisions Governing Discovery;

Duty of Disclosure

* * * * *

(f)
Conference of Parties; Planning for Discovery.  Except in categories of proceedings exempted from initial disclosure under Rule 26(a)(1)(E) or when otherwise ordered, the parties must, as soon as practicable and in any event at least 21 days before a scheduling conference is held or a scheduling order is due under Rule 16(b), confer to consider the nature and basis of their claims and defenses and the possibilities for a prompt settlement or resolution of the case, to make or arrange for the disclosures required by Rule 26(a)(1), to discuss any issues relating to preserving discoverable information, and to develop a proposed discovery plan that indicates the parties' views and proposals concerning:

(1)
what changes should be made in the timing, form, or requirement for disclosures under Rule 26(a), including a statement as to when disclosures under Rule 26(a)(1) were made or will be made;

(2)
the subjects on which discovery may be needed, when discovery should be completed, and whether discovery should be conducted in phases or be limited to or focused upon particular issues;

(3)
any issues relating to disclosure or discovery of electronically stored information, including the form or forms in which it should be produced;

(4)
any issues relating to claims of privilege or of protection as trial-preparation material, including -- if the parties agree on a procedure to assert such claims after production -- whether to ask the court to include their agreement in an order;

(5)
 what changes should be made in the limitations on discovery imposed under these rules or by local rule, and what other limitations should be imposed; and

(6)
any other orders that should be entered by the court under Rule 26(c) or under Rule 16(b) and (c).

* * * * *


Form 35.
Report of Parties' Planning Meeting

* * * * *

3.
Discovery Plan.  The parties jointly propose to the court the following discovery plan: [Use separate paragraphs or subparagraphs as necessary if parties disagree.]

Discovery will be needed on the following subjects:

______________ (brief description of subjects on which discovery will be needed) ______________

Disclosure or discovery of electronically stored information should be handled as follows:  (brief description of parties' proposals)

The parties have agreed to an order regarding claims of privilege or of protection as trial-preparation material asserted after production, as follows:  (brief description of provisions of proposed order)

All discovery commenced in time to be completed by ________(date)_________.  [Discovery on ___________(issue for early discovery)______________ to be completed by_________(date)_________.  

* * * * *

Rule 26.  General Provisions Governing Discovery;

Duty of Disclosure

* * * * *

(b)
Discovery Scope and Limits.  Unless otherwise limited by order of the court in accordance with these rules, the scope of discovery is as follows:

* * * * *

(2)
Limitations.

(A)
By order, the court may alter the limits in these rules on the number of depositions and interrogatories or the length or depositions under Rule 30.  By order or local rule, the court may also limit the number of requests under Rule 36.

(B)
A party need not provide discovery of electronically stored information from sources that the party identifies as not reasonably accessible because of undue burden or cost.  On motion to compel discovery or for a protective order, the party from whom discovery is sought must show that the information is not reasonably accessible because of undue burden or cost.  If that showing is made, the court may nonetheless order discovery from such sources if the requesting party shows good cause, considering the limitations of Rule 26(b)(2)(C).  The court may specify conditions for the discovery.

(C)
The frequency or extent of use of the discovery methods otherwise permitted under these rules and by any local rule shall be limited by the court if it determines that: (i) the discovery sought is unreasonably cumulative or duplicative, or is obtainable from some other source that is more convenient, less burdensome, or less expensive; (ii) the party seeking discovery has had ample opportunity by discovery in the action to obtain the information sought; or (iii) the burden or expense of the proposed discovery outweighs its likely benefit, taking into account the needs of the case, the amount in controversy, the parties' resources, the importance of the issues at stake in the litigation, and the importance of the proposed discovery in resolving the issues.  The court may act upon its own initiative after reasonable notice or pursuant to a motion under Rule 26(c).

* * * * *

Rule 26.  General Provisions Governing Discovery; 

Duty of Disclosure

* * * * *

(b)
Discovery Scope and Limits.  Unless otherwise limited by order of the court in accordance with these rules, the scope of discovery is as follows:

* * * * *

(5)
Claims of Privilege or Protection of Trial Preparation Materials.

(A)
Information Withheld.  When a party withholds information otherwise discoverable under these rules by claiming that it is privileged or subject to protection as trial-preparation material, the party shall make the claim expressly and shall describe the nature of the documents, communications, or things not produced or disclosed in a manner that, without revealing information itself privileged or protected, will enable other parties to assess the applicability of the privilege or protection.

(B)
Information Produced.  If information is produced in discovery that is subject to a claim of privilege or of protection as trial-preparation material, the party making the claim may notify any party that received the information of the claim and the basis for it.  After being notified, a party must promptly return, sequester, or destroy the specified information and any copies it has and may not use or disclose the information until the claim is resolved.  A receiving party may promptly present the information to the court under seal for a determination of the claim.  If the receiving party disclosed the information before being notified, it must take reasonable steps to retrieve it.  The producing party must preserve the information until the claim is resolved.

* * * * *

Rule 33.  Interrogatories to Parties

* * * * *

(d)
Option to Produce Business Records.  Where the answer to an interrogatory may be derived or ascertained from the business records, including electronically stored information, of the party upon whom the interrogatory has been served or from an examination, audit or inspection of such business records, including a compilation, abstract or summary thereof, and the burden of deriving or ascertaining the answer is substantially the same for the party serving the interrogatory as for the party served, it is a sufficient answer to such interrogatory to specify the records from which the answer may be derived or ascertained and to afford to the party serving the interrogatory reasonable opportunity to examine, audit or inspect such records and to make copies, compilations, abstracts, or summaries.  A specification shall be in sufficient detail to permit the interrogating party to locate and to identify, as readily as can the party served, the records from which the answer may be ascertained.

* * * * *

Rule 34.  Production of Documents, Electronically Stored Information, and Things and Entry Upon Land for Inspection and Other Purposes

(a)
Scope.  Any party may serve on any other party a request (1) to produce and permit the party making the request, or someone acting on the requestor's behalf, to inspect,  copy, test, or sample any designated documents or electronically stored information including writings, drawings, graphs, charts, photographs,  sound recordings, images, and other data or data compilations stored in any medium from which information can be obtained,--translated, if necessary, by the respondent into reasonably usable form, or to inspect, copy, test, or sample any designated tangible things which constitute or contain matters within the scope of Rule 26(b) and which are in the possession, custody or control of the party upon whom the request is served; or (2) to permit entry upon designated land or other property in the possession or control of the party upon whom the request is served for the purpose of inspection and measuring, surveying, photographing, testing, or sampling the property or any designated object or operation thereon, within the scope of Rule 26(b).

(b)
Procedure.  The request shall set forth, either by individual item or by category, the items to be inspected, and describe each with reasonable particularity.  The request shall specify a reasonable time, place, and manner of making the inspection and performing the related acts.  The request may specify the form or forms in which electronically stored information is to be produced.  Without leave of court or written stipulation, a request may not be served before the time specified in Rule 26(d).

The party upon whom the request is served shall serve a written response within 30 days after the service of the request.  A shorter or longer time may be directed by the court or, in the absence of such an order, agreed to in writing by the parties, subject to Rule 29.  The response shall state, with respect to each item or category, that inspection and related activities will be permitted as requested, unless the request is objected to, including an objection to the requested form or forms for producing electronically stored information, stating the reasons for the objection.  If objection is made to part of an item or category, the part shall be specified and inspection permitted of the remaining parts.  If objection is made to the requested form or forms for producing electronically stored information or if no form was specified in the request the responding party must state the form or forms it intends to use.  The party submitting the request may move for an order under Rule 37(a) with respect to any objection to or other failure to respond to the request or any part thereof, or any failure to permit inspection as requested.

Unless the parties otherwise agree, or the court otherwise orders:

(i)
a party who produces documents for inspection shall produce them as they are kept in the usual course of business or shall organize and label them to correspond with the categories in the request.;

(ii)
if a request does not specify the form or forms for producing electronically stored information, a responding party must produce the information in a form or forms in which it is ordinarily maintained or in a form or forms that are reasonably usable; and

(iii)
a party need not produce the same electronically stored information in more than one form.

* * * * *

Rule 37.  Failure to Make Disclosures or Cooperate in Discovery; Sanctions

* * * * * 

(f)
Electronically stored information.  Absent exceptional circumstances, a court may not impose sanctions under these rules on a party for failing to provide electronically stored information lost as a result of the routine, good-faith operation of an electronic information system.

* * * * * 

Rule 45.  Subpoena

(a)
Form:  Insurance.

(1)
Every subpoena shall

(A)
state the name of the court from which it is issued; and

(B)
state the title of the action, the name of the court in which it is pending, and its civil action number; and

(C)
command each person to whom it is directed to attend and give testimony or to produce and permit inspection, copying, testing, or sampling of designated books, documents, electronically stored information, or tangible things in the possession, custody or control of that person, or to permit inspection of premises, at a time and place therein specified, and

(D)
set forth the text of subdivision (c) and (d) of this rule.


A command to produce evidence or to permit inspection, copying, testing, or sampling may be joined with a command to appear at trial or hearing or at deposition, or may be issued separately.  A subpoena may specify the form or forms in which electronically stored information is to be produced.

(2)*
A subpoena must issue as follows:

* * * * *

(C)
for production, inspection, copying, testing, or sampling, if separate from a subpoena commanding a person's attendance, from the court for the district where the production or inspection is to be made.

* Amendments to subdivision (a)(2) are due to take effect on December 1, 2005.

(3)
The clerk shall issue a subpoena, signed but otherwise in blank, to a party requesting it, who shall complete it before service.  An attorney as officer of the court may also issue and sign a subpoena on behalf of

(A)
a court in which the attorney is authorized to practice; of

(B)
a court for a district in which a deposition or production is compelled by the subpoena, if the deposition or production pertains to an action pending in a court in which the attorney is authorized to practice.

(b)
Service.

(1)
A subpoena may be served by any person who is not a party and is not less than 18 years of age.  Service of a subpoena upon a person named therein shall be made by delivering a copy thereof to such person, and, if the person's attendance is commanded, by tendering to that person the fees for one day's attendance and the mileage allowed by law.  When the subpoena is issued on behalf of the United States or an officer or agency thereof, fees and mileage need not be tendered.  Prior notice of any commanded production of documents and things or inspection of premises before trial shall be served on each party in the manner prescribed by Rule 5(b).

(2)
Subject to the provisions of clause (ii) of subparagraph (c)(3)(A) of this rule, a subpoena may be served at any place within the district of the court by which it is issued, or at any place without the district that is within 100 miles of the place of the deposition, hearing, trial, production, inspection, copying, testing, or sampling specified in the subpoena or at any place within the state where a state statute or rule of court permits service of a subpoena issued by a state court of general jurisdiction sitting in the place of the deposition, hearing, trial, production, or inspection, copying, testing, or sampling specified in the subpoena.  When a statute of the United States provides therefor, the court upon proper application and cause shown may authorize the service of a subpoena at any other place.  A subpoena directed to a witness in a foreign country who is a national or resident of the United States shall issue under the circumstances and in the manner and be served as provided in Title 28, U.S.C. §1783.

(3)
Proof of service when necessary shall be made by filing with the clerk of the court by which the subpoena is issued a statement of the date and manner of service and the names of the persons served, certified by the person who made the service.

(c)
Protection of Persons Subject to Subpoenas.

(1)
A party or an attorney responsible for the issuance and service of a subpoena shall take reasonable steps to avoid imposing undue burden or expense on a person subject to that subpoena.  The court on behalf of which the subpoena was issued shall enforce this duty and impose upon the party or attorney in breach of this duty an appropriate sanction, which may include, but is not limited to, lost earnings and a reasonable attorney's fee.

(2)
(A)
A person commanded to produce and permit inspection, copying, testing, or sampling of designated electronically stored information, books, papers, documents or tangible things, or inspection of premises need not appear in person at the place of production or inspection unless commanded to appear for deposition, hearing or trial.

(B)
Subject to paragraph (d)(2) of this rule, a person commanded to produce and permit inspection, copying, testing, or sampling may, within 14 days after service of the subpoena or before the time specified for compliance if such time is less than 14 days after service, serve upon the party or attorney designated in the subpoena written objection to producing any or all of the designated materials or inspection of the premises or to producing electronically stored information in the form or forms requested.  If objection is made, the party serving the subpoena shall not be entitled to inspect, copy, test, or sample the materials or inspect the premises except pursuant to an order of the court by which the subpoena was issued.  If objection has been made, the party serving the subpoena may, upon notice to the person commanded to produce, move at any time for an order to compel the production, inspection, copying, testing, or sampling.  Such an order to compel shall protect any person who is not a party or an officer of a party from significant expense resulting from the inspection and copying, testing, or sampling commanded.

(3)
(A)
On timely motion, the court by which a subpoena was issued shall quash or modify the subpoena if it

(i)
fails to allow reasonable time for compliance;

(ii)
requires a person who is not a party or an officer of a party to travel to a place more than 100 miles from the place where that person resides, is employed or regularly transacts business in person, except that, subject to the provisions of clause (c)(3)(B)(iii) of this rule, such a person may in order to attend trial be commanded to travel from any such place within the state in which the trial is held;
(iii)
requires disclosure of privileged or other protected matter and no exception or waiver applies; or

(iv)
subjects a person to undue burden.

(B)
If a subpoena

(i)
requires disclosure of a trade secret or other confidential research, development, or commercial information, or

(ii)
requires disclosure of an unretained expert's opinion or information not describing specific events or occurrences in dispute and resulting from the expert's study made not at the request of any party, or

(iii)
requires a person who is not a party or an officer of a party to incur substantial expense to travel more than 100 miles to attend trial, the court may, to protect a person subject to or affected by the subpoena, quash or modify the subpoena or, if the party in whose behalf the subpoena is issued shows a substantial need for the testimony or material that cannot be otherwise met without hardship and assures that the person to whom the subpoena is addressed will be reasonably compensated, the court may order appearance or production only upon specified conditions.

(d)
Duties in Responding to Subpoena.

(1)
(A)
A person responding to a subpoena to produce documents shall produce them as they are kept in the usual course of business or shall organize and label them to correspond with the categories in the demand.

(B)
If a subpoena does not specify the form or forms for producing electronically stored information, a person responding to a subpoena must produce the information in a form or forms in which the person ordinarily maintains it or in a form or forms that are reasonably usable.

(C)
A person responding to a subpoena need not produce the same electronically stored information in more than one form.

(D)
A person responding to a subpoena need not provide discovery of electronically stored information from sources that the person identifies as not reasonable accessible because of  undue burden or cost.  On motion to compel discovery or to quash, the person from whom discovery is sought must show that the information sought is not reasonably accessible because of undue burden or cost.  If that showing is made, the court may nonetheless order discovery from such sources if the requesting party shows  good cause, considering the limitations of Rule 26(b)(2)(C).  The court may specify conditions for the discovery.

(2)
(A)
When information subject to a subpoena is withheld on a claim that it is privileged or subject to protection as trial-preparation materials, the claim shall be made expressly and shall be supported by a description of the nature of the documents, communications, or things not produced that is sufficient to enable the demanding party to contest the claim.

(B)
If information is produced in response to a subpoena that is subject to a claim of privilege or of protection as trial-preparation material, the person making the claim may notify any party that received the information of the claim and the basis for it.  After being notified, a party must promptly return, sequester, or destroy the specified information and any copies it has and may not use or disclose the information until the claim is resolved.  A receiving party may promptly present the information to the court under seal for a determination of the claim.  If the receiving party disclosed the information before being notified, it must take reasonable steps to retrieve it.  The person who produced the information must preserve the information until the claim is resolved.

(e)
Contempt.
Failure of any person without adequate excuse to obey a subpoena served upon that person may be deemed a contempt of the court from which the subpoena issued.  An adequate cause for failure to obey exists when a subpoena purports to require a nonparty to attend or produce at a place not within the limits provided by clause (ii) of subparagraph (c)(3)(A).

* * * * *
APPENDIX

NOTIFICATION TO PRESERVE ELECTRONIC DATA

Please take notice that any and all electronic data contained on your desktop computer, notebook computer and home or personal computer (when a home or personal computer is being utilized for company business) or portable storage media RELATING TO MATTERS PERTAINING TO ___________, may be relevant potential litigation. IF YOU HAVE SUCH ELECTRONIC DATA, YOU ARE DIRECTED IMMEDIATELY TO PRESERVE THE INFORMATION FROM LOSS OR MODIFICATION.

The type of electronic data to be preserved includes, but is not necessarily limited to:

·
Electronic Mail Files

·
Database Files

·
Activity Logs for Computer Systems

·
Files Created by Word Processing Applications

·
Files Created by Spreadsheet Applications

·
Files Created by Electronic Calendars and Contact Managers

·
Files Created by Applications which process Financial, Accounting and Billing Information

·
Files Created by Other Application Software

·
File Fragments, Deleted but Unerased Data and any other Residual Data pertaining to all of the above Files, Logs, Calendars and Contact Managers

UNTIL FURTHER NOTICE:

·
Do not delete, modify, alter or make addition to any and all electronic data relating to matters pertaining to  __________, including, but not necessarily limited to, the data listed above.
·
Any e-mail and attachments that exist in your directory that relates to 
should be printed and the hard copies saved, BUT NOT DELETED.

·
No new software should be loaded without obtaining prior written approval from the appropriate TT personnel.

·
Do not compress data or run disk defragmentation or computer optimization programs of any kind.

·
Safeguard and preserve all portable or removable electronic storage media containing the data mentioned herein.

IT IS ESSENTIAL THAT YOU FOLLOW THESE INSTRUCTIONS AND UNDERTAKE ALL MEASURES NECESSARY TO SECURE AND PRESERVE DATA ON YOUR COMPUTERS AND STORAGE MEDIA FROM LOSS OR MODIFICATION. YOUR FAILURE TO COMPLY WITH THE TERMS OF THIS NOTICE COULD HAVE ADVERSE LEGAL EFFECTS.
IN THE UNITED STATES DISTRICT COURT
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NOTIFICATION TO PRESERVE ELECTRONIC DATA

This preservation notice is being issued to
(the “Producing

Party”) by
(the “Requesting Party”) pursuant to its request in the above-referenced action for documents. Although the Requesting Party’s requests for documents triggered the Producing Party’s duty to preserve electronic data pursuant to the Federal Rules of Civil Procedure, this notice is intended to act as a reminder of the scope of the Producing Party’s duty to preserve electronic data and the consequences arising from the failure to preserve. This notice is not intended to waive any of the Requesting Party’s rights or claims with regard to electronic data that may have been wrongfully destroyed prior to the issuance of this notice.

PLEASE TAKE NOTICE that any and all electronic data contained on any desktop computer, notebook computer, personal computer, or portable storage media utilized by the Producing Party relating to the subject matters contained within the list attached hereto as Exhibit A may be relevant to potential litigation. If you have electronic data pertaining to any of these matters, you are directed to immediately preserve the information from loss or modification.

The type of electronic data to be preserved includes, but is not necessarily limited to, the following:

1.
Electronic mail files

2.
Database files

3.
Activity logs for computer systems

4.
Telephone logs

5.
Internet usage files

6.
Files created by word processing applications

7.
Files created by spreadsheet applications

8.
Files created by electronic calendars and contact managers

9.
Files created by applications that process financial, accounting, and billing information

10.
Files created by other application software

11.
File fragments, deleted but unerased data, and any other residual data pertaining to all of the above files, logs, calendars, and contact managers

Electronic documents and the storage media on which they reside contain relevant, discoverable information beyond what may be found in printed documents. Therefore, even where a paper copy exists, data should be preserved in their electronic form along with metadata or information about those documents contained on the media.

The laws and rules prohibiting destruction of evidence apply to electronically-stored information in the same manner that they apply to other evidence. Due to its format, electronic information is easily deleted, modified, or corrupted. Accordingly, until further notice, do not delete, modify, alter, or make addition to any and all electronic data relating to the matters set forth in Exhibit A. No new software should be loaded without obtaining prior written approval from the appropriate IT personnel. Do not compress data or run disk defragmentation or computer optimization programs of any kind. Safeguard and preserve all portable or removable electronic storage media containing the data mentioned herein.

It is essential that you follow these instructions and undertake all measures necessary to secure and preserve data on your computers and storage media from loss or modification. Your failure to comply with the terms of this notice could have adverse legal effects, including a charge of spoliation of evidence, and would be considered in violation of the applicable rules of procedure.
Please forward a copy of this notice to all persons and entities with custodial responsibility for the items referred to in this notice and Exhibit A.
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