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Bitcoin

ÅWhat is it?

ÅPeer-to-peer computer network

ÅDouble-entry transaction ledger
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Important Bitcoin Data Structures

ÅBlockchain
ŀA database made up of ñblocksò 
ŀblock = hash tree data structure

ŀNew blocks are added via an expensive process 
called ñminingò

ŀBlock contain multiple ñtransactionsò

ÅUnspent Transaction Output Set
ŀTransactions move coins from inputs to outputs

ŀUnspent Transaction Outputs are effectively what 
we mean when we say ñcoinsò

ŀNew transactions are signed by a ñprivate keyò 
associated with the Unspent Transaction Output
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Where are the Blocks? Where are my Coins?

ÅThey are stored on every full 
node in the entire network
ŀ Feb 3, 2022 ~ 14690 Nodes 

worldwide

ÅEach storing the entire 
blockchain

ÅEach storing the UTXO set
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... .........

Map from: https://bitnodes.io/



Modern Cryptography
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Modern Cryptography (~post-1970)

ÅBitcoin and other cryptocurrencies are enabled by modern 
cryptographic tools/methods

ÅAsymmetric key cryptography
ŀEnables (effectively) unforgeable digital ñsignaturesò

ŀEnables cryptocurrency transaction validation

ÅCryptographically strong ñhashò functions
ŀEnables cryptocurrency decentralized proof-of-work protocol (ñminingò)

ŀEnables (effectively) unique digital ñfingerprintsò
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Asymmetric (ñPublic Keyò) Cryptography

ÅCryptography can be used to keep messages secret (encrypt/decrypt)

ÅCryptography can be use to ensure message integrity (sign/verify)

ÅñAsymmetricò cryptography uses different keys for signing and 
verification
ŀPublic key:

ŀUsed to verify message signatures

ŀCan be shared with anyone (ñpublicò)

ŀPrivate key:

ŀUsed to ñsignò messages

ŀMust be kept secret (ñprivateò)
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Asymmetric (ñPublic Keyò) Cryptography
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ÅIn Bitcoin, messagesindicate transfer of funds (ñtransactionsò)

ÅAsymmetric cryptography allows Bitcoin ñtransactionsò to be broadcast 
globally without compromising secret information
ŀ Transactions are how you spend your coins

ŀAddresses (public key) are broadcast to the network

ŀSignatures (created via private keys) are broadcast to the network

ÅPrivate keys are kept secret
ŀHeld by individual who own bitcoin

ŀ ñNot your keys, not your coinsò



Hash Functions

ÅAccept any size input

ÅCreate fixed size output (e.g., 32 bytes long)

ÅBitcoin uses hash functions:
ŀSHA256
ŀ256-bit output

ŀRIPEMD160
ŀ160-bit output
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ñAttack at dawn!òSHA256

88504845581301700617990987233842172384686246947649053853236563658465795230810

input

output



Cryptographic Hash Functions

ÅThe output looks random

ÅA ñsmallò change in input produces a ñlargeò change in output

ÅNot possible to find two different inputs that make the same output
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ñAttack at dawn!òSHA256

88504845581301700617990987233842172384686246947649053853236563658465795230810

in

out



Cryptographic Hash Functions
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ñAttack at dusk!òSHA256

33684048108596103565675813755399419711915930566410126614302692256967938987305

in

out

ÅThe output looks random

ÅA ñsmallò change in input produces a ñlargeò change in output

ÅNot possible to find two different inputs that make the same output



Bitcoin (More Details)
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Bitcoin Address Example

Å Bitcoin is managed by a few pieces of data

ŀ A bitcoin ñaddressò (public key) 

ŀ A bitcoin private key (very large number)

Å These data can even simply be written down on 
paper (ñpaper walletò)

Å Bitcoin address associated with an amount of bitcoin

ŀ Example paper wallet address is associated with 
0.002738 Bitcoin

ŀ This is a UTXO stored on the global blockchain
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Address:1K21Spnt8ckccxNazmXvsAFq54nrdrNfXp 

Example ñpaper walletò
Private Key (hidden inside 

paper wallet)

Public key (can be displayed publicly)



Bitcoin Transactions
ÅHow did this bitcoin get ñintoò my wallet/address in the first place?
ŀAnswer: From an unspent output of a previous transaction

ÅWhere did that previous transaction get the bitcoin from?
ŀAnswer: From a previous transaction

ÅBut where did that come from?
ŀAnswer: from a previous transaction... and so on...

ÅWhere did it ultimately originate?
ŀAnswer from a COINBASEñblock rewardò transaction
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ÅTransactions are linked all the way back to some
ñCOINBASEò transaction

ÅExample of creating and transferring 50 BTC among 
different users

TxIn1

00000000

TxOut4
value: 50

Tx1

COINBASEDATA public key 1

Not signed; not created 

from previous TxOut

TxIn3

prevTxOut:4

TxOut11

value:50

Tx2

signature(1) public key 4

Holder of private key 1 signed this

Transaction Chain
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TxIn95

prevTxOut:37

TxOut137

value:50

Tx59

signature(11) public key 94

TxIn12

prevTxOut:11

TxOut37

value:50

Tx17

signature(4) public key 11

Holder of private key 11 signed thisHolder of private key 4 signed this

Unspent 

Transaction 

Output ñUTXOò

(50 Bitcoin)



Double Spending Problem

ÅDigital data is exactly and easily duplicable
ŀSo how can digital data be used as currency?

ŀHow do we stop the same unspent transaction output (UTXO) from being 
spent twice (or more)?

ÅBitcoin uses proof-of-work to avoid double spending
ŀTransactions are combined into a blockand ñconfirmedò via mining

ŀAfter a sufficient number of ñconfirmationò it is effectively impossible to 
reverse the transaction (e.g., to double-spend)
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Blocks / Blockchain
ÅBlock collect together transactions along with block linking information
ŀ Lots of transactions in a single block

ÅBlocks linked into a ñchainò by hash pointers
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Transaction

TxIn

prevTxOut;
TxOut

value;
public key

signature

...

block header:
Å previous block hash

Å Merkle root; etc

TxIn

prevTxOut;
TxOut

value;
public key

signature

TxIn

prevTxOut;
TxOut

value;
public key

signature

TxIn

prevTxOut;
TxOut

value;
public key

signature

...

block header:
Å previous block hash

Å Merkle root; etc

TxIn

prevTxOut;
TxOut

value;
public key

signature

TxIn

prevTxOut;
TxOut

value;
public key

signature

TxIn

prevTxOut;
TxOut

value;
public key

signature

...

block header:
Å previous block hash

Å Merkle root; etc

TxIn

prevTxOut;
TxOut

value;
public key

signature

TxIn

prevTxOut;
TxOut

value;
public key

signature

TxIn

prevTxOut;
TxOut

value;
public key

signature

...

block header:
Å previous block hash

Å Merkle root;etc 

TxIn

prevTxOut;
TxOut

value;
public key

signature

TxIn

prevTxOut;
TxOut

value;
public key

signature



Example Blocks
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Block Number: 0 ("Genesis Block")

Hash: 000000000019d6689c085ae165831e934ff763ae46a2a6c172b3f1b60a8ce26f

Time Stamp: 1/3/2009 10:15 

Number of 

Transactions:
1

Coinbase Data: The Times 03/Jan/2009 Chancellor on brink of second bailout for banks

Reward: 50 Bitcoin

Block Number: 719922

Hash: 00000000000000000004d79b6d626fcd47ab86c1f492fb30a9b0a90d2ec50c1d

Time Stamp: 1/22/2022 9:04

Number of 

Transactions:
2,057 

Coinbase Data: bitdeer/a62us

Reward: 6.25 Bitcoin

Å This block required about 

75,557,863,725,914,323,419,136

hash calculations to mine

Å This block required 

about 1,099,511,627,776

hash calculations to 

mine



Mining

ÅMining is repeatedly calculating the hash value of a block over and 
over until the function output meets a specific criteria
ŀBlock header metadata is changed before each calculation so that the hash 

value each time is different (effectively random) value

ÅMining is effectively solving a puzzle that is very hard to solve, but 
very easy to check
ŀIt is very hard to find a block with a ñlow enoughò hash, but very easy to 

verify the hash

ÅThe first miner to calculate a ñlow enoughò hash value wins
ŀñproof of workò
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Mining

ÅBitcoin nodes broadcast new transactions across the network

ÅMining nodes collect newly broadcast transaction into ñblocksò
ŀMining nodes race each other to calculate the hash of the new blocks

ŀHash is effectively a random integer between 0 and 
115792089237316195423570985008687907853269984665640564039457
584007913129639935

ÅThe entire Bitcoin network performs approximately 100 million 
trillion hash calculations every second! 
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Å All this mining takes a lot of electrical power

Å A realistic estimate puts the yearly energy consumption of 

the bitcoin network at more than 100 Trillion Watt Hours 

Å Cambridge Bitcoin Energy Consumption Index

Å Estimate uses price parameter: 10 cents per 1kWhr

Å https://ccaf.io/cbeci/index



Mining

ÅBitcoin ñminersò are rewarded with new bitcoin (COINBASE 
transaction) for successfully mining a ñblockò 
ŀñblock rewardò was 50 BTC in 2009 ï2012 (210000 blocks) 

ŀñblock rewardò is currently 6.25 BTC 

ŀñblock rewardò halves every 210000 block (approx. 4 years)

ÅThe mining protocol is completely decentralized, which makes 
bitcoin a censorship-resistance currency
ŀAll miners on the network have an incentive to mine regardless of the 

content of transactions
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Mining Example (Early 2022)

ÅShould you run out and start mining 
bitcoin?

ÅCPU mining?
ŀAbsolutely not

ŀHas not been viable for many years

ÅGPU mining?
ŀAlso no 

ÅASIC mining?
ŀDepends on BTC price, local energy 

costs, and other rapidly changing 
factors

ŀCurrently (Early 2022) seems like ñnoò
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Å ASIC Example

Å Expected time you will have to mine to solve one block
Å 33 years

Å Expected reward
Å ~$100,000 (a few bitcoin)

Å Energy cost to run the miner continuously for 33 years: 
Å ~$206,613 (California); 

Å ~$84,523 (China) 



Ransomware Examples
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