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Bitcoin

A What is it?
A Peer-to-peer computer network
A Double-entry transaction ledger

Assets Liabilities and Stockholders' Equity
Current assets: _ Current liabilities:
Cash and C?Sh equivalents 5  297.687 Accounts payable and accrued liabilities $ 24,504
Short-term investments - Accrued payroll and employee benefits 103,552
Accounts receivable, net 139,861 Deferred revenues 19,762
Prepaid expenses and other assets 15,214 Operating lease liability 5,164
Total current assets 452,762 Total current liabilities 152,982
Property, equipment and leasehold improvements, net 59,971 Other liabilities 103,885
Operating lease right-of-use asset 14,370 Operating lease liability 9.807
Goodwill 8,607 Total liabilities 266,674
Other assets 148,029 Total stockholders' equity 417,065
Total Assets h) 683.739 S 683.739
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Important Bitcoin Data Structures

A Blockchain
A database made up of noonon

| block = hash tree data structure

I New blocks are added via an expensive process
called Aminingo

I Bl ock contain multiple nAtransactions:

A Unspent Transaction Output Set
I Transactions move coins from inputs to outputs

I Unspent Transaction Outputs are effectively what
we mean when we say Acoi NSO

I New transactions are signed by a npri
associated with the Unspent Transaction Output

e

S 683,739 J S 683,739
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Where are the Blocks? Where are my Coins?

A They are stored on every full
node in the entire network

I Feb 3, 2022 ~ 14690 Nodes
worldwide

A Each storing the entire
blockchain

A Each storing the UTXO set

™

E

Map from: https://bithodes.io/



Modern Cryptography
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Modern Cryptography (~post-1970)

A Bitcoin and other cryptocurrencies are enabled by modern
cryptographic tools/methods

A Asymmetric key cryptography
FEnables (effectively) wunforgeabl e di
I Enables cryptocurrency transaction validation

ACryptographically strong fihasho
I Enables cryptocurrency decentralized proof-of-workpr ot oc o | ( AT
FEnables (effectively) unique digital
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Asymmetric (nPublic Keyo)

A Cryptography can be used to keep messages secret (encrypt/decrypt)
A Cryptography can be use to ensure message integrity (sign/verify)
AAAsymmetri co c rdifiererd keysdop digging arsl e s

verification
| Public key:

| Used to verify message signatures

| Can be shared with anyone (npublico)
I Private key:

I Used to NAsigno messages
I Must be kept secret (Aprivateo)
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Asymmetri c (APubli c Keyo) ¢
A In Bitcoin, messagesi ndi cate transfer of funds (
AAsymmetric cryptography allows Bitcoil

globally without compromising secret information

| Transactions are how you spend your coins

| Addresses (public key) are broadcast to the network

| Signatures (created via private keys) are broadcast to the network

A Private keys are kept secret

| Held by individual who own bitcoin
I A"Not your Kkeys, not your coinso
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Hash Functions

A Accept any size input
A Create fixed size output (e.g., 32 bytes long)

A Bitcoin uses hash functions:
I SHA256
| 256-bit output
I RIPEMD160

: -bi input
| 160-bit output AAtt oack P

output

88504845581301700617990987233842172384686246947649053853236563658465795230810
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Cryptographic Hash Functions

A The output looks random
AA fismall 06 change in input produc
A Not possible to find two different inputs that make the same output

iAtt ack !

out
88504845581301700617990987233842172384686246947649053853236563658465795230810
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Cryptographic Hash Functions

A The output looks random
AA fismall 06 change in input produc
A Not possible to find two different inputs that make the same output

iAtt ack !

out
33684048108596103565675813755399419711915930566410126614302692256967938987305




Bitcoin (More Detalls)
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Private Key (hidden inside
Exampl e np a p ﬁpErwalleW& ]

Bitcoin Address Example

A Bitcoin is managed by a few pieces of data
I A bitcoin fiaddresso (publ i
| A bitcoin private key (very large number)

A These data can even simply be written down on
paper(ipaper wall et 0)

A Bitcoin address associated with an amount of bitcoin

I Example paper wallet address is associated with Public key (can be displayed publicly)
0.002738 Bitcoin 4
| This is a UTXO stored on the global blockchain Address:1K21Spnt8ckccxNazmXvsAFg54nrdrNfXp

\

Transactions ©

(40.230 sat/B - 10.058 sat/WU - 191 bytes)

Hash 93b7555c45133f56ecdad9d81c8816629e4fc6f3fd2a19541e4675e5b... 2016-05-04 17:19
| e " P - =
1BCJGZmihDjTNJK7bt86 TuF 3mDzSo8hEzZE 0.00281484 BTC € m) ! 1K2‘ISpnthkccxNaszusAFq54nrderXp I 10.00273800 BTC & :
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Bitcoin Transactions

AHow did this bitcoin get Aintoo m
I Answer: From an unspent output of a previous transaction

1BCJgZmihDjTNJK7bt86 TuF3mDzSo8hEZE 0.00281484 BTC {E}» 1K21Spnt8ckececxNazmXvsAFg54nrdrNfXp

A Where did that previous transaction get the bitcoin from?
| Answer: From a previous transaction

1Aom2aWoq5Z22cHo9zCFVVrugGL7fVLTWF 2.24314150 BTC ‘.E.‘» TKMuvHcTepKHLCFYQk5g3mgqWESTCQpshVU 4.85108073 BTC
186katxgEQpWytKcKER3kNe6dauN2JDcAu 3.41824739 BTC 1BCJqZmihDjTNJK7bt86 TuF3mDzSo8hEzE 0.00616520 BTC
TNjLy93wRHBb4YbkmaeyTagh9VXXiBghmi 0.80404296 BTC

A But where did that come from?
| Answer: from a previous transaction... and so on...

A Where did it ultimately originate?
I Answer froma COINBASEn bl ock rewardo transacti on

5277cf3790381c2cc2b071038d8c35b3b601207c92f8aec15978a5f01... 2010-08-18 07:22

COINBASE (Newly Generated Coins) » TAgMYffoTaSNR2woD1YYS5FOKgvNJsWpeVY 50.00000000 BTC
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Transaction Chain

A Transactions are linked all the way back to some

NCOlIl NBASEO transacti on 5 :
_ _ nspen
A Example of creating and transferring 50 BTC among Transaction
i OQut put AUTX
different users (50 Bitcoin)
/Txl /sz /Tx17 /szg

TxIn, TXIng TxIn,, TXIngg
00000000 prevTxOut:4 prevTxOut:11 prevTxOut:37

COINBASEDATA public key 1 signature(1) public key 4 signature(4) public key 11

public key 94

signature(11)

/

Not signed; not created
from previous TxOut

;

Holder of private key 4 signed this

/

Holder of private key 1 signed this

/

Holder of private key 11 signed this
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Double Spending Problem

A Digital data is exactly and easily duplicable
I So how can digital data be used as currency?

I How do we stop the same unspent transaction output (UTXO) from being
spent twice (or more)?

A Bitcoin uses proof-of-work to avoid double spending

| Transactions are combined intoablockand Aconfmnnmdo Vi

FAfter a sufficient number of nconfir
reverse the transaction (e.g., to double-spend)



F¥ponent’

Engineering and Scientific Consulting

Blocks / Blockchain

A Block collect together transactions along with block linking information
| Lots of transactions in a single block

ABl ocks |linked into a Achaino by hash

block header: block header: block header: block header:

A
a
A

A previous block hash A previous block hash A previous block hash A previous block hash

A Merkle root; etc A Merkle root; etc A Merkle root; etc A Merkle root;etc Transaction

TxIn
prevTxOut;

TxIn
prevTxOut

TxIn
prevTxOut

TxIn
prevTxOut

.l/
=
=

TxIn TxIn

prevTxOut

prevTxOut;

xIn TxIn
revTxOut; prevTxOut;

TxIn
prevTxOut

-\

/ TxIn
prevTxOut;

I

TxIn
prevTxOut;

TxIn
prevTxOut;

m.

~ ./

v 4

/
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Example Blocks

Block Number: 0 ("Genesis Block™)

Hash: 000000000019d6689¢085ae165831e934f763ae46a2a6¢172b3f1b60a8ce 261 A This block required
Time Stamp:  1/3/2009 10:15 about 1,099,511,627,776
Number of 1 hash calculations to
Transactions: mine

Coinbase Data: The Times 03/Jan/2009 Chancellor on brink of second bailout for banks

Reward: 50 Bitcoin
Hash 4a5eledbaab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda3... 2009-01-03 10:15
COINBASE (Newly Generated Coins) ‘ 1A1zP1eP5QGefi2DMPT{TL5SLmv7DiviNa 50.00000000 BTC

Block Number: 719922

Hash: 00000000000000000004d79b6d626fcd47ab86c1f492fb30a9b0a90d2ec50c1d ) )
Time Stamp:  1/22/2022 9:04 A This block required about
Number of 2 057 75,557,863,725,914,323,419,136
MNENECERE hash calculations to mine
Coinbase Data: bitdeer/a62us
Reward: 6.25 Bitcoin
COINBASE (Newly Generated Coins) » 1Bf9sZvBHPFGVPX7TWX2njhdTNXKv5y7v5 6.32295359 BTC &
OP_RETURN 0.00000000 BTC
17A16QmavnUfCW11DAApiJxp7ARNXNSpGX 4.85987680 BTC iii.’ 39kLoLUQ85mrvnXuM3cijQ2zTgUD8b1vce 0.05219771BTC
3HXYQ2DFCxZzzo74RdMKjUIN88GWKXoxAD 0.05950000 BTC
35xuA1C8umawiRUGekdnVgoxtcjZb44GHm 0.09110034 BTC %
3DRTkaDGyA3YwBeT TXpDgf6KHkHXaNGZWC 0.21796614 BTC @
17A16QmavnUfCW11DAApIJxp7ARNXN5pGX 4.43811261 BTC %
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A Mining is repeatedly calculating the hash value of a block over and
over until the function output meets a specific criteria
I Block header metadata is changed before each calculation so that the hash
value each time is different (effectively random) value

A Mining is effectively solving a puzzle that is very hard to solve, but
very easy to check

1t 1s very hard to find a block with
verify the hash

AThe first miner to calculate a 0
Ifproof of wor ko



Mining

A Bitcoin nodes broadcast new transactions across the network

AMi ning nodes collect newly broad
I Mining nodes race each other to calculate the hash of the new blocks

I Hash is effectively a random integer between 0 and
115792089237316195423570985008687907853269984665640564039457
584007913129639935

A The entire Bitcoin network performs approximately 100 million
trillion hash calculations every second!

A All this mining takes a lot of electrical power
A Arealistic estimate puts the yearly energy consumption of
the bitcoin network at more than 100 Trillion Watt Hours
A Cambridge Bitcoin Energy Consumption Index
A Estimate uses price parameter: 10 cents per 1kWhr
A nhttps://ccaf.io/cbeci/index
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tcoin AmMinerso are rewarded wi
transaction) for successfully mi
FAbl ock rewardo waz125200@Dblacks) n 2009
FAbl ock rewardo iIs currently 6.25 BTC

I Abl ock rewardo halves every 210000 b

A The mining protocol is completely decentralized, which makes
bitcoin a censorship-resistance currency

I All miners on the network have an incentive to mine regardless of the
content of transactions
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Mining Example (Early 2022)

A Should you run out and start mining

. 0
bitcoin’ ANTMINER $19 PRO}
A CPU m|n|ng’) THE FUTURE OF MINING

| Absolutely not
| Has not been viable for many years

A GPU mining?
A ASIC Example
I Also no : . .
A Expected time you will have to mine to solve one block
TNinAD A 33 years
A ASIC mining: _ A Expected reward
I Depends on BTC price, local energy A ~$100,000 (a few bitcoin)
costs, and other rapidly changing A Energy cost to run the miner continuously for 33 years:
factors A ~$206,613 (California);

A ~$84,523 (China) .
I Currently (Early 2022) seems | i ke Anoo
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Ransomware Examples




